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«  This guide will provide you with
— An understanding of the activities required to gain and maintain
access to Xoserve Services Portal

— Guidance for the activities to be carried out by a Local Security
Officer to:

— Create new users

— Modify User Profile
— Search users

— Service Assignment

* The guide is aimed at Local Security Officers (LSO)

=

To make the most of this guide, follow the steps in the system using the
reference as guidance.
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Lesson 1: Getting Started



1. Introduction to Xoserve Services Portal Security

- Data Enquiry and UK Link will be e
accessed through the Xoserve
Services Portal. All users will require
a valid login to access the services.

« Xoserve has implemented a new
security solution to facilitate ldentity
and Access Management activities
for the Xoserve Services Portal.

» Nominated representatives within =i
your organisation called Local
Security Officers (LSOs) will
manage user access.

* Inthe event that a LSO is unable to
complete tasks, Xoserve LSO will act
on their behalf.

Sensitivity: Internal & Restricted



1.1 Group Organisations

For organisations that are part of a group, the LSOs can be assigned at the Parent company or Child
company.

LSOs assigned to the Parent organisation can manage users belonging to both the Parent and Child
companies.

The LSO of a Child company can only manage users within their own assigned organisation.

For the sake of this guide, the scenarios are based upon a LSO assigned to the Parent organisation.

LSOs at a Child organisation will follow the same steps. The organisation selection will be limited to the
LSO’s own organisation.

Any user associated to the Parent group who is given the Data Enquiry Service role will be able to view
all Child portfolio data. For the UK link service Child access is only available.

Parent Company LSO can manage users for
Parent and Child Companies
| |
Child Child Child LSO can manage users for
Company Company Company their own company only
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1.2.1 External Users — Naming Convention

* The User ID is generated automatically by the system using a
combination of the user’'s name:

* First Name (up to 12 characters) + Last name (up to 10
characters) + number (if duplicate).

« Example: for a user called John Smith, their ID would be
generated as JOHNSMITH.

* |If there is another user with the same name, a unique number is
appended to the User ID — in this example, JOHNSMITH1

* If a user is deleted the User ID is not reused. Therefore, any
subsequent users with the same name will be created following
the principles above.



1.2.2 External Users — Administration

Following a request from an organisation, the LSO is setup by Xoserve.

Once setup, the LSO is responsible for the creation and maintenance of the
organisation’s users.

Services are assigned to the user in order to access the system — UK Link and Data
Enquiry Service (DES).

New users will automatically receive an email with their User ID details and a second
email containing their temporary password to the email address provided.

When a user is created, they will provide responses for a number of security
questions. This will enable users to reset their password in the event that they have
forgotten. The LSO is also able to reset a password on behalf of the user.

Where an incorrect password is entered 5 times, then the user account is locked.
The account must be unlocked by the LSO before the user can gain access.
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1.3 Login to Xoserve Services Portal

Login Password
Screen Reset St
eps

——
} 1 Enter your user name and password.

Access for users will be via the UK Link Services Portal, using a
L Single Sign On (SSO) for all SAP Applications.

2 Check Privacy Statement and Terms
and Conditions check-box.

xoserve

Ui 3 Click the Login button.

xooserve
Services Portal Next step: Reset the

Password

Xoserve

Welcome to the Xoserve Services Portal. The Portal provides you with single sign on access to
Xoserve's online services that you have the authority to access.

If you encounter any issues with these services which cannot be resolved by your LSO, please call the
Hoserve Service Desk on 0800 6000 506.

Privacy Statement
¥l Terms and Conditions

Forgot my password




1.4 Reset the Password

S'-Ogin Pa;sword After logging in for the first time, you will be
SIS S required to change your temporary password.
XOSEerve uUKLink Services Clas= 11l Steps
Submil 1 If you are logging into the system for the
@ Password Management first time, the Change Password screen
* Required field appears.

=0 Passwiornd] sssssssssss

= Hew Password sssesssss

2 Enter the Old Password and New

* Re-Type New Password [sssessses Password

5 Click on the information link to see the

+ Quastioni | The destination of your first flight? [=] + Answer1 [fighl | password policy rule and a generate new
| password accordingly.

« Quastion? | The first beach that vou visited? [=] = Answer? [4sited
« Question3 [Tour favourite place for a vacaticn as a child?  [=] « Angwer3 [child |

4 Set the Security Questions and click the
Submit button.

Password Policy

Your password must contain at least 1 upperc ase letlenA-Z)
¥ou may not reuse a password from your 5 previous passwords

@ Your password must be no longer than 16 character(s)

@ Your password must contain at least 6 alphanumenic charactenA-Z or a-z or 0-9) q

@ Your password must be at least 8 characten(s) long NeXt Step CIICk User
@ Your passwond must contain at least 1 numenc ©harac e 0-9) o

@ Your password must contain at least 1 special character(* (&% 8@ 1~ "[] > < W+ _-=") Access link.

<

-




& My Information
e My Access

¥ Administration

& Users
& Organizations

YOSEIrVE User Access Services

Close |
@y« T
Search Users
= Search Saved Search [Search User_

Match @ Al Any

User Login | Staris with [=] | Start Date [Equais  [=] i)

First Name | Starts with [=] ] End Date [Equals [=] )

Last Name [Stanswin [+ | Display Name [Staswitn  [=] |
Identity Status | Equals =] ] Accoumtstaws [Eawals [ [+]

E-mail | Starts with [+ | Organization [Equals =] S
2 e e
Search Resulls

Steps

The Xoserve Portal
Homepage appears.

Click the User Access
link.

The User Access
Services screen
appears. You can
perform different
functions through this
screen.

Actions »  View » | g CresteUser [ Refresh _5 | fivetach

[ | I ] Il 1l I ) I

Telephone

RowDisplay Name  User Login First Name Last Name Organization Identity Status  Account Status

HNumber

END: The user has successfully logged in.
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Lesson 2 Introduction

~

As the LSO for your organisation, you will have the ability to create new
users within your organisation.

= |f you are assigned to a Parent Organisation you will also be able to
manage users for any Child Organisations to enable them to access
Xoserve Services Portal.

= During this lesson, we will complete the steps as a LSO assigned to the
Parent organisation to create new users on behalf of a Child
organisation.

= LSOs at a Child organisation will follow the same steps. The
organisation selection will be limited to the LSO’s own organisation.

N /

=\
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2. User Creation
2.1.1 Initiate User Creation

User Organisation\\ Organisation Clrjesaetgon Email User Updated
Informatio Selection Submission . Notification, 7~ Search User details
Submission
After logging into the Xoserve Service\

Portal following the steps in Lesson
1.3, the services available to you are

xoserve L) Lemen

Welcome, TRAINATSAP
Data Engury’ Use

Data Enquiry displayed. To maintain users, select
the User Access service.
>
Steps
ieesgisadvonsimpsivmbras 1 The Xoserve Portal Homepage
meder informiation for i 3= SURBlY appears. Click the check box to

rrieter points. Accept the Terms of Use

2 Click the User Access link.

M | Accept e Terme of Use ) 1] W | Accept the Terms of Use

Next: The user access
Service screen is
displayed.




2. User Creation
2.1.2 Initiate User Creation

User Organisation
Informatio Selection

Organisatio

Submission

n

User

Email

Use

Sreation Notification,/ Sear:
Submission

r

c>>User details

Updated

¥XOSEer\VeE User Access Services

@ My Information
&= My Access

¥ Administration

& Organizations

& o ormion « [

Search Users
= Search

Match @ Al Any

User Login | Starts with =l |

First Name [ Starts with =1 |

Last Name | Starts with =1 |
Identity Status [Equals =] =1

E-mail | Starts with [=]|

Savea Search [Ssarch User [=]

-

Start Date | Equals

End Date [Equals

Display Name [ Starts with

Account Status | Egquals

Organization | Equals

=] 53
=] 2
=1 .
=] =
=l {15

LN

Search Results

Actions = View - ‘

|

&Creabe Userl“Reﬁ'esh ||E‘| | %DE‘BCH
i f

Row Display Mame

User Login

Mo data to display

First Name

Last Name

Organization

Telephone

Number S

Steps

1 To create a Child user, click
the Users link. The Users
window opens.

2 Click the Create User link to
create a new user.

Next step: Provide
user information.




2. User Creation
2.2 Provide User Information

User Organisation®, Organisation Ctjtasa‘at:on Email User Updated
Information Selection Submission Submission Notification Search User details

WOSe Ve uUser Access Services Steps
& My Information = 3y Users x = :
m - 1 The Create User window opens.
e
& My Information

& My Access . ) ) .

2 Provide the required information
P — and click the Seareh —icon..
& Users

&8 Organizations * First Name [John

* Last Name |Mnrgan

* E-mail |john.morgan@xoserve.com

* Organization [Xos_NET_xoserve

Next step: Select the
child organisation.
Telephone Humber | ]




2. User Creation

2.3 Child Organisation Selection

User (oI EDRIEELTJIN Organisation Ctjcesa(at:on Email User Updated
Informatio Selection Submission Submission Notification Search User details

Organization Name [ Starts with [=] | Steps
Type | Equals [=]| [~] 1 A Search and Select: organisation screen is
Organization Status | Equals =] [~] displayed.
Parent Organization Mame [ Starts with [=] |

2 Click the Search button.

Certifier User Login [ Starts with B | |

3 At this stage, you have the option of selecting either

Add Ficlds - Xos_NET_Xoserve (Parent organisation) or
XOC_NET_XoserveChild (Child organisation). Select
the XOC_NET_XoserveChild and click the Select
button.

Next step: Submit the
selected organisation.

|
e Note: Organisations within the drop down menu will be specific to those

that the LSO can act on behalf of.




2. User Creation

2.4 Child Organisation Submission

User Organisation, Organisation User_‘ Email
: : .. Creation
Informatio Selection Submission . Notificati
Submission

& v o = v (B

Create User

¥ Basic Information

)

User Updated
Search User details

* First Name [John

+ Last Hame |Mgrgar|

* E-mail |john.morgan@xoserve.com

* Organization IXDC?N ET_xoserveChild

;___

1

Steps
Click the Submit button.




2. User Creation
2.5 User Creation Confirmation

User
Creation
Submission

Email
Notification

Organisation
Selection

Organisation
Submission

Informatio

User Updated
Search User details

My Information Users g‘
i ¥ * & * % User created successfully

& John Morgan

& Modify User < Enable User @ Disable User 3§ Delete User Py UnLock Account %4 Reset Password
Senrice Semvice Roles Organizations

¥ Basic Information

Assigned as LSO O

First Name John Account Unlocked
Last Hame Morgan Status
E-mail john.morgan@xoserve.com LL-:I;?; JOHNMORGAN
Organisation XOC ldentity Active
Status

Display John Morgan
Hame

(" The User ID is generated automatically as First Name up to 12 characters + Last name up to 10
characters (+ number if duplicate).
For example, for a user called John Smith, their ID would be generated as JOHNSMITH. If there

Steps

A confirmation message is displayed:
User created successfully with the
user details.

To open the Users window, click the
Users link.




2. User Creation
2.6 Receive Email Notification

User
Creation
Submission

Organisation
Selection

Organisation
Submission

Email User Updated
Notification Search User details

Steps
Dear John
The User ID for your Xoserve Services account is | JOHNMORGAN Jand will allow you to act on behalf of the following 1 The user WI,” receive two emails nOtIfylng
organisation; XOC them of their }Jger ID (system generated
based on their first name and surname)
Your password will be issued in a separate email. and a Temporary Password

The Xoserve Services Portal can be accessed here

Kind regards.
Local Security Officer

Dear John

Your temporary password for Xoserve Services is | PGaMIfi@h

On first logen, you will be prompted to change the password.
This account will allow you to act on behalf of the following crganisation; X0OC

Next step: Search the user

The Xoserve Services Portal can be accessed here

Kind regards,
Local Securty Officer




2. User Creation

2.7 Search the User

S S User .
Organisation\ Organisation : Email Updated
. S Creation e .
Selection Submission S Notification User details
Submission
|X{}S'erve User Access Services Steps
[ m:lm User Details - John Morga .. = =
. :,:: Users ' _ B s 1 To verify that the user has been
& My Information — T T created, search the user in
B My Access | Users screen.
E— , ol
User Legin] Starts wim | sohinmongan | Start Date |Equals =1 &y
& users] First Name [ Stars with = End Date [Equals B3| 2 2 Enter the user login and click
&, Organizations Last Narme [Stans wim =1 |  Display Name [Stars wim - ll L the Search button to initiate
Identity Status | Eouals. =1 [=]  Account Status |Egquais =) =] search for the user.
E-mail [ Starts with [=]] ] Crganization | Equals - "
@ @ m Add Febds, = | 3 Click the user from search
1 [ ] v results to select it and view their
details.
e — Next step: Verify
FERTET I Morgan HOC_NET Xaservs : User details




2. User Creation

2.8 Verify User Details

User
Creation
Submission

User
Informatio

Organisation
Submission

Email
Notification

Organisation
Selection

Updated
User details

e = U (B 7
& John Morgan 1 The User Details window appears.
& Modify User <7 Enable User @ Disable User 3 Delete User g UnLock Account ¥gy Reset Password Ig;if:gfizzcsstzreir?ttar:il;ssi::eﬁther
;Sau{il‘:_e ‘Service Roles Organizations '
7, Refresh
2 The user is currently Active.
¥ Basic Information

MAssigned as LSO [

First Hame .John Account Unlocked
s M Status END: A new user has been
E-mail john.morgan@xosene.com Ll;sgehr e i . Created.
Organisation XOC ientity[ Actve ] ~ -
Status
Display John Morgan
Name

¥ Account Effective Dates

Start Date 2MS2016
End Date
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Lesson 3 Introduction

~

=)

Once the user is created, the LSO is able to amend user details.

= You will be able to modify the user’'s Last Name, Email address, Organisation
(dependent on Organisation group of companies) and telephone number.

= Note: the User ID cannot be changed and is not updated if the user’'s name or
last name is changed.

= For LSOs who are assigned to the Parent Organisation can also maintain the

users for associated Child Organisations.
- J
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3. Modify User Profile

3.1 Select the User to Modify

results to select it.

Profile Confirm Email Updated
Modification Submissio Notification User Details
WOSESeIrve user Access Services Steps
I -
L gl - V= | Click the Users link. The
& My Information e i TRt Users window opens.
& My Access
= Match & AN Any = } .
S s (T S ——- » i e veecloh and e
i First Mame | Starts with End Date | Equals [=]l b for a specific user
L panscations Last Name [Sswith [~ Display Mame [Staris wih =1 13 '
Identity Status [Equals =] [=] Status [Eauals =1 =] [
E-mail [ Starts with [=] Organization [Egquals [=] |'i Click on the user from search

Fow Display Marme

User Login

jehn.morgan@x

Next step: User
Details




3. Modify User Profile

3.2 Profile Modification

2 Modify User] < Enable User @ Disable User 3§ Delete User g UnLock Account &4 Reset Password
Loy i s Service  Service Roles  Organizations

Modification

Confirm Email Updated
Submissio Notification User Details

= =

First Name
* Last Name

¥ Basic Information

John

Dispiay Name

Margan

E-mail [kiran.m78@wipro.com

¥ Account Settings

User Login JOHMMORGAM

ldentity Status Active

¥ Contact Information

* Organization [XOC MNET KoserveChild|m

Search Organizations

Telephone Number (01158460479

Steps

User details window is displayed.

Click the Modify User link.

To change the organisation data
click Search icon next the
Organization field.

Next step: Select
organisation and submit




3. Modify User Profile
3.3 Confirm Submission

User Details

Profile Confirm Email
Modification Submission Notification
Organization Status [ER04 =1 T=] [E
Parent Organization Mame |Statswith  [+]| |
Certifier User Login | Stars with =1 1

£ =1 B -

1|

Row Organization Mama

Hos MET Xosene | Active
-]_

T !ﬁl:ana

L AChe

| =

Steps

Search and Select: Organization window is
displayed.

To view all the available Organisations, click the
Search button.

Select the relevant organization from the list and
click the Select button. Here, a different child
organisation is selected.

A confirmation message is displayed:
Successfully Completed the operation.

@ My Information »x Jg Users »x G User Details : John Morga. .. =
i Modify User : JOHNMORGAN

|Su*::*::essﬁ..llh;,.r Completed the operation. I

Modify User : JOHNMORGAN




3. Modify User Profile
3.4 Receive Email Notification

Profle ~ Confirm Email Updated
Modification Submission Notification User Details

Dear JohnMorgan
Some of the attributes of your Xoserve Services Pontal profile have been changed by your Local Security Officer.
The following is confirmation of your current profile:

UserlD: JOHMMORGAM

TelephoneMumber:0115346047%

If you believe your profile has been changed in ermor, please contact your Local Security Officer.
The Xoserve Services Portal can be accessed here

Kind regards,
Local Securty Officer

Note: This is a system generated email. Please do not respond. Please refer any issues fo your LS50 in the first instance.

Steps

1 The users will receive an email
notifying the modification made to
the user profile.

Next step: Verify the user
details.




3. Modify User Profile

3.5 Updated User Details

Profile Confirm Email Updated

Modification Submission Notification User Details

2 Modify User <+ Enable User @ Disable User 3§ Delete User g UnLock Account %3 Reset Password Steps
Lo ) Service Semnvice Roles  Organizations

- 1 To refresh the user information
T Refresh page details, click the Refresh link.

= =

e ——
¥ Basic information 2 The Organisation data of the user
Assigned as Ls0 [ is changed.

First Name .John Account Unlocked
Last Mame Morgan Status
E-mail kiran.m78@wipro.com Ll':)sge“: JOHNMORGAN
| organisation xopP | Identity Active s
Status
Display John Maorgan
Name

¥ Account Effective Dates

Start Date 2/15/2016
End Date

¥ Contact Information

END: The user profile has been modified.

-
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Lesson 4 Overview

K Once the user is created, it is necessary to assign the service roles that the \
user has. This will determine which applications they have access to, and the
permission they have within those applications.

= This lesson describes a user at a Parent organisation gaining access to Data
Enquiry Service.
This will result in that user having the ability to search on both the Parent and

\ Child Organisations meter portfolio (Portfolio & Community view). /
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4. Service Assignment

4.1.1 Search the User

Service Applicatio Confirm Email Service
Assignmen Selection Submissio Notificatio Provision

WOSEeIrVe User Access Services Close |

& Wy information x
Search Usars

Steps

1 Click the Users link. The

& My Information

B My Access  Seheck Sovedt Searcy [Seardh User Fal Users window opens.
s [ P
User Login Mﬂ | Start Date [Equals =]l =)
alluns First Name (S vty Toll ' End Date [Eavals =] Lo 2 To view all the user names
Last Name [ Starts with =1 | Display Name [Starts with [=l L > .
Identity Status | Equals [=] [=] Account Status | Equals - =1 1 Startlng with JOhn' enter the
E-mail [Starts with [=]| ] Organization [Equars =l Ja user login as john and click

the Search button.

Search Results

Actions ~  View » | (g Create User [} Refresh h@ | Efipetach
II Il I I I f I i I |

Telephone
Number

RowDisplay Name  User Login First Name Last Name Organization

Identity Status Account Status

o data to display




4. Service Assignment

4.1.2 Select User

Service Applicatio Confirm Email Service
Assignmen Selection Submissio

Notificatio Provision

& My Information m Steps
Search Users
1 In the Search Results, the user
= Search Saved Search [Search User [~]
Match @ All ) Any

names are displayed having the

- Parent (Xos_NET_Xoserve) and
User Login [ Starts with [=]lichn | Start Date | Equals [=] [£6) Ll @l .
- (XOC_NET_XoserveChild).
First Name | Starts with =] | End Date | Equals B )
Last Mame | Starts with [=] | Display Mame [ starts with [=] 3
Identity Status [Equals [=] [~] Account Status | Equals [=] [=]
E-mail | Starts with [ | | Organization | Equals [=] !

4 T

Search Results

»

Actions =  View = | (g Create User # Edit <7 Enable () Disable 2€ Delete Unlock Account gy Reset Password  [glf) Refresh | ‘E| | =

Row Display Mame User Login First Name

Last Mame

Organization

Telephone Number
1|John Morgan JOHMMORGAM |John Morgan KOC_MNET_XoserveChild 01158460479
2|John Paul JOHMPAUL John Faul Xos_MNET_Xoserve 441214074789




4. Service Assignment
4.2 Service Assignment

Service Applicatio \ Confirm Email Service
Assignmen Selection Submissio Notificatio Provision
Steps

& oy rermton 3 Usee
1 Click the Service tab.

Click the Request Service
link.

& John Paul
UnLock Account %3 Reset Password
2

& Modify User <2 Enable User @ Disable User 3€ Delete User
User Information Service Roles Organizations

MNewly added services will not appear until the following table is refreshed.

Actions - View | j Reqguest Service Roles | Em Refresh Resource History
Next step: Select
the DES application.

Provisioned On

Row Application Instance
Mo data to display

Please make sure that you add one Service at a
time. To add another Service, repeat the steps
from 33 to 37.




4. Service Assignment

4.3 Application Selection

Service VT[Nl  Confirm Email Service
Assignmen Selection Submissio Notificatio Provision

=y

@ My Information x g Users x 1 % ltem added to cart ' i - (:ntalog
come e
Q | | =] 1 lem
oo
L[] ST
= {% Sg II__III":E If’;)rgallﬁcpplication E
g N

Note: Please be aware that a user at a Parent Organisation can also have
UK Link Services assigned to them by the Parent LSO. However due to no
portfolio information held at Parent level in UK-Link, they will be unable to
return any results.

In the event that this access is needed for a user then a new user account will

need to be created (in addition to their Parent user account) at a child
\organisation level.

Steps

1 The Catalog window opens.
2 Currently, the services available are Data
Enquiry and UK-Link.

Select the DES Portal and click the Add
to Cart button.

3 A confirmation message is displayed:
Item added to cart.

4 Click the Checkout button.

/

Next step: Click the
Ready to Submit button.




4. Service Assignment

4.4 Confirm Submission

Service
Selection

Assignmen

Email
Notificatio

Service
Provision

# Display Name
1| i DES Portal

Status

3 Remove (i) Details| < Not Ready to submit

-

Cart Details

< Back To Catalog
iy
¥ -: Target Users

1 |John Paul ®|

# Display Name

3 Remove (@) Details

—-—

i My Information »x Jx Users »x G User Details - John Paul =

[ cart Details

buccessfully Completed the ope rationl

‘Subn‘lit Save as Draft

Status

Ready to submit

Steps
1 Click the Ready to submit button.

2 The DES Portal application is displayed in the
Cart Items section with the status Ready to

Submit.

3 Click the Submit button.

4 A confirmation message is displayed on the
screen, indicating the successful assignment of
service.

5 To go back to the User Details screen, close

the Catalog tab.




4. Service Assignment
4.5 Receive Email Notification

Service Application\ Confirm Service
Assignmen Selection Submission ificati Provision

Dearl/OHNPAUL

“ou have been granted access to the service Data Enquiry Service

However, yvou will only be able to access this service once you have been granted role(s) by your LSO, and you will receive a further mail confirming this.

If you have any issues accessing the service from the Xoserve Services Portal, please contact your Local Security Officer.

The Xoserve Services Portal can be accessed here

Kind regards.
Local Security Officer

Note: This is a system generated email. Please do not respond. Please refer any issues to your L 50 in the first instance.

Steps

The users will receive an email
notifying them of their access to
service Data Enquiry Service.




4. Service Assignment
4.6 Verify Service Provision

Service
Provision

Service
Assignmen

Application

Selection

User Information |~ - -~ Service Roles Organizations

Actions = View

Status

Provisioned On

Row Application Instance

-

User Information Semvice Roles Organizations

FMewlhy added services will not appear until the following table is refreshed.

Actions - Wiew - B Reqguest Service | | 7 Request Service Roles | Eﬂ Refresh 48 Resource History |@‘ | % Detach

1/ DES Portal February 15, 2016

Provisioned

Steps

1 To refresh the page details, click

the Refresh link.

2 The DES Portal application is

displayed under Service tab with
the status Provisioned.

Note: Please ensure the status of

END: A new service has
been assigned to the
user.
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5.1 Search the user

&ervice Role \Service RoIe\Confirm \ Email \Service Role

Assignment Selection Submissicy/ Notification Provision
y /
YXOSEIrVE User Access Services Steps
& My Information x [ 1 Click the Users link. The
_ Search Users Users window opens.

& My Information o search Saved Search | Search User [] .

i My Access 2 Enter the user loginand
. @A”-izyn ith | [JOHNPAUL | [Equal =] ) n Cligthe Search button

User Logil—ees = Start Date | =122 to search for a specific
. First Name | Starls with [~] | End Date | Equals [=] et user.
& Organizations Last Name | Starts with =] | Display Name | Starts with [=] L )
Identity Status [Equals [~ [~] Account Status | Equals [~ [~] 3 Click on the userfrom
E-mail | Starts with [<]] | Organization |Equals =l { the searchresults.
< | I 3
Search Results .
Actions v View » | {m Create User () Refresh |§‘ | o Detach NeXt.Steg' 'IA\SSIQn the
rvi
| | | | | | | | ServiceRole
. . : S Telephone
Row Display Name  User Login First Name Last Name Organization Number
1/John Paul JOHMPALL John Paul Xos_MNET_Xoserve 9876543210 john.paul@xose|.




5.2 Service Role Assignment

User N\ i ~\, Confirm \\ Email \"\Service Rolé”-.\\_
Search i /“Submission/ Notificatioy “ ProvisioV

&y o 33U » (B Steps

& John Paul 1 Click the Request Service

& Modify User < Enable User @ Disable User 3§ Delete User i3 UnLock Account Ig Reset Password Roles button to select the
User Information Senice Roles Organizations service role to be assigned
Newly added senvices will not appear until the following table is refreshed. to the user.

Actions v  View » | [ RequestService 7 Modify Service 3§ Remove Service |~ Make Primary | [% Request Service Roles || <7 Enable (@ Disable (g} Refresh
Rov Application Instance Provisioned On

1 DES Portal 'February 15, 2016 Provisioned Next step: Selectthe

relevant service role.




5.3 Role Selection

. Service Role Confirm Email ServiceRole
Y Selection ubmissio Notification Provision

" Assignment 4

é My %] | @y Users V tem added to cat | - Caiskog

Steps
Catalog: DES Portal - Entitlements ¢ Back To Cataloq H W cont . Ed m 1 Select the relevant
s g acklo Cenbg oo L | service role and click
qQ | | 2 e the Add to Cartbutton.
Add Selected to Cart Sort By Entity Tipe || 2 A confirmation

message is displayed:

0 Item added tocart.
|

-

3 Click the Checkout
button.

Note: Only service roles applicable to your organisation type
e
' Y, Ready to submit button.




54 Confirm Submission

Ema|I \Service Role

Provisiory

Cart Details

¥ - Target Users

¥ Cart items

# Dlﬂpla\r Name

@ My Information %y Users » & User Details - John Paul %

[ Cart Details

ISuccessfuIIy Completed the operation.

Steps

The DES_Xoserve service
role is displayed in the Cart
Items section with the
status Ready to submit.

Click the Submit button.

A confirmation message is
displayed on the screen,
indicating the successful
assignment of service role.

To go back to the User
Details screen, closethe
Catalog tab.




5.5 Receive Email Notification

Confirm
V. Asmgnment ¢4 Selection @Submissio / (a0l 1L1” ~ Provision
Dear JOHNPAUL

You have been granted access to the service role DES_Xoserve within the Xoserve Services Portal
You can access the service through the Xoserve Services Portal here .

Kind regards,
Local Security Officer

Note: This is a system generated email. Please do not respond. Please refer any issues to your LSO in the first instance.

Steps

1 The user will receivean

email notifying them of
their accessto the
servicerole
DES_Xoserve.

Next step: Confirm
service role assignment.

>y




5.6 Verify Service Role Provision

4 ASS|gnment Selectlon / ubmissiongy” Notification ¢/ Provision 4

Useriﬁxmmm (72| |Senvice Roles Organizations Steps

MNewly added senice roles will not appear until the following table is refreshed. . .
1 To verify that the service

Actions »  View » %4 Remove Service Roles | @‘ | %Deﬁdﬂ role has been allocated

I | to the user, click the
-.v Service Roles tab, and
click the Refresh link.

User Information sm Organizations

Newly added senice roles will not appear until the following table is refreshed. 2 The DES_Xoserve
Refliin o Vo Ramove Servics Roles. | bract 'E| | EfiDetach service role is displayed
- i) M @ | - k£ under Service roles tab

| |I with the status

T Provisioned.
2 0 aoned

1 DES_Xoserve \DES Portal Provisioned February 15, 201

END: The service role has been assigned to the user.
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Lesson 6: Additional Administration
Activities



6.1

6.2

6.3

6.4

6.5

6.6

Lesson 6 Overview

There are additional activities that the LSO can carry out on behalf of their organisation (or that of users in a Child organisation
if the LSO is part of the Parent company). The additional activities are described in the following chapters:

|| Activity

Reset Password

Service Removal

Disable User

Re-enable User

Unlock User Account

Delete User

Users can reset their own passwords using security questions. However, the LSO can reset a
password on behalf of a user if required.

A service can be removed by the LSO if it is no longer required.

LSOs will be able to disable a user’s account if, for example, a user is on long term absence. If the
user has left the company, the Delete User process should be followed.

A user’s account can be re-enabled following disablement.

A user account will be locked after five unsuccessful password attempts. If this happens they will be
prompted to reset their password (as long as they have set up their Security Questions).
However, if required, you can do this on their behalf as the LSO.

User accounts for your Organisation can be deleted by the LSO. An account cannot be reinstated
once deleted. If the user needs to be suspended temporarily, the Disable User process should be
followed.

Sensitivity: Internal & Restricted



6.1 Reset Password for a User

6.1.1 Search and Select User

»
For all the administration activities, the first step

is to search and select the user required.

WOSErrVE User Access Services

& 1w vimon
¥ My Profile

Search Users
@ My Information
& My Access

= Search

Match @ All 0 Any
¥ Administration

User Loginl Starts with [z loHNPAUL 1
d First Name | Starts with =l |
rganizations st Narme. [Stors with = |

ldentity Status [Eauals _ [=]  [~]

E-mail | Starts with Ell |

Saved Search | Search User [<]

-

Start Date |Eauals = 22
End Date [Equals = =Y
Display Mame | Starts with E” L
Account Status |Equals [+ [+] b
Organization [Egquals =l i

N 1]

Search Results

Steps

1 Click the Users link. The Users
window opens.

2 Enter the user login and click the
Search button to search for a
specific user.

3 Click on the user from search
results.

Actions = View = | (g Create User [g}f) Refresh ‘ |E’| | &4 Detach

Next step: Reset
Password.

Row Display Mame

User Login First Mame

1|John Paul JOHMPALL John Paul

Last Name

Telephone
MNumber
g 9876543210

Organization E-mail

Xos_MNET_Xose

iohn.paul@xose||




6.1 Reset Password for a User
6.1.2 Password Reset

& Modify User <«” Enable User @ Disable User 3€ Delete User 9 UnLock Accountl‘% Reset Password I Steps
User Information m Semnvice Roles Organizations

1 Click the Reset Password link.

MNewly added services will not appear until the following table is refreshed.

Actions = View - Request Service | “7 Request Service Roles | EB Refresh Resource History ‘§| | %Detﬁch 2 The Reset Password window is d|sp|ayed
Click the Reset Password button.

Row Application Instance Provisioned On
1|DES Paortal February 15, 2016 Revoked
‘ 3 A confirmation message is displayed: Password
has been reset successfully
I3 Reset Password [E3]
Change the user's password using one of the following two methods. . . L
o 4 The user will receive an automated email with the
@ Auto-generate the Password (Randomly generated)
temporary password.

[Z] E-mail the new password to the user

I Reset F’asswordl Cancel I
Next step: The password

My Information Users q Im i
@ My * &a * %¥ Password has been reset successfully is reset.

& John Paul

Dear John, ‘

The password for your Xoserve Services Portal Account has been reset successfully. Your temporary password is § G753kZ v
COn first logon, you will be prompted to change the password.

The Xoserve Services Portal can be accessed here

Kind regards,
Local Secunty Officer




6.2 Service Removal

Provisioned On Status
February 15. 2016

Row Application Instance

Remove Accounts Submit Save as Draft

Target Users

1 |John Paul C,i)l

¥ Cart tems

# Displav Mame Status

1 5 527 S Portal Remove Details| % Ready to submit
SQoE X O]

@ My Information »x &y Users = & User Details : John Paul s L) @0 o
L] Remove Accounts
Successfully Completed the operation_} '

Dear JOHNPALUL

Following a recent action by your Local Secunty Officer, your access to service DES_Xoserve has been removed from the
Xoserve Service Portal.

If you believe your access has been removed in emmor, please contact your Local Security Officer

Kind regards,
Local Secunty Officer

& W omaien = G e = Stops
John Paul .
@ John Pau Follow the steps in 5.1.1 to search and select the
User Information m Service Roles Organizations user to modify.
Mewly added services will not appear until the following table is refreshed. The User details are displayed.
Actions - View - Request Service @ Modify Servic\e A5 Make Primary | » | »
Click the Service tab.

As shown in this example, the user is assigned with
DES Portal service.

Select the DES Portal service and click the Remove
Service link.

The DES Portal application is displayed in the Cart
Items section with the status Ready to Submit.
Click the Submit button.

A confirmation message is displayed: Successfully
Completed the operation.

Close the Remove Accounts tab to return to the
User Details screen.

The user will receive an automated email of the
change.

END: The service role has been
removed.




6.3 Disable User

@ My Information s | Jx Users s fag ol mnE il 8 et

& John Paul

& Modify User <« Enable Userl @ Disable User'x Delete User

Lo n s Service Semnvice Roles  Organizations

UnLock Account %4 Reset Password

¥ Basic Information

Assigned as LSO [
First Name John

Last Name FPaul

Account Unlocked
Status

User JOHMPALL

Login
Identity Active
Status |

Display John Faul
Hame

@ My Information % & Users » & User Details - John Paul

Disable Users

E-mai john.paul@xoserve.com

Organisation xos

I

¥+ Target Users

1 |John Paul ®|

10

Steps

Follow the steps in 5.1.1 to search and
select the user to modify.

The User Details window opens. Note the
Identity Status of the user is Active.

Click the Disable User link to disable the
user.

The Disable Users window opens.

Click the Submit button to confirm your
action.

The confirmation message is displayed
conveying that the user has been
successfully disabled.

The user will receive an email
confirmation.

g My Information x5 Users =
& Disable Users

a User Details - John Paul * Disable Users

Successfully Completed the operation. I

END: The user has
been disabled.




6.4 Re-enable User

& oy oo = Ueer % Steps

& John Paul

1 Follow the steps in 5.1.1 to search and
& Modify User | & Enable Userl @@ Disable User 3§ Delete User "z UnLock Account Ty Reset Password select the user to modify. The User Details
oo Senvice Semnvice Roles Organizations window opens.

¥ Basic Information

2 The Identity Status of the user is Disabled.
Assigned as LSO (]

First N\ame John Account Unlocked
LastName Paul Status 3 Click the Enable User link to re-enable the
E-mai john.paul@xoserve.com Ll:'sg?; SGHNEALIL user.

Organisation xos \de,

Disabled 4 The Enable Users window opens.

Display John Paul
Name
5 Click the Submit button to confirm re-

& My Information % & Users % & User Details - John Paul s m & enabling the user.

Enable Users ‘Sme“ Save as Draft 6 The confirmation message is displayed
conveying that the user has been

¥ -- Target Users successfully re-enabled.

‘ @ My Information = &y Users = & User Details : John P x FEu= 0 1 80
) | & Enable Users 7 The Identity Status has changed back to
Active. The user will receive a confirmation

Euccessfutly ll.'T‘.nm|::le-.'r.'z=l:| the operation. |

email.
DearJohn, ‘

Your account for the Xoserve Services Portal has been re-enabled End: the user is re-enabled.

The Xoserve Services Portal can be accessed hare .

Kind regards,
Local Security Officer

Note: This is a system generafed email. Please do not respond. Please refer any issues to your LSO in the first instance.




6.5 Unlock Account

Dear John,

Your User Account on the Xoserve Services Portal has been locked, as your password has been entered incomectly five
consecutive times.

If vou have not been attempting to log in to your account, please contact your Local Security Officer.
You can reset your password here .

Kind regards,
Local Security Officer

@ Modify User <« Enable User @ Disable User 3§ Delete User | Py UnLock Account |3 Reset Password
Lo 0 Service  Service Roles  Organizations

7y Refresh

¥ Basic Information

Assigned as LSO |

First Name John Account]
Status

Last Hame Paul

E-mail john.paul@xoserve.com User JOHMNPAUL

Login
‘Organisation xos ldentity Active
Status
/2, Unlock Account [ Display John Paul
Name

L Are you sure you want to Unlock these users?

[E] John Paul | %" Account unlocked successfully I

¥

Your Xoserve Services Portal account has been unlocked.

Cancel |

Dear John,

If required. you can reset your password at forgot password.
You can access the Xoserve Services Portal here .

Kind regards,
Local Security Officer

Steps

User will receive a mail stating the account has been
locked.

Follow the steps in 5.1.1 to search and select the user
to modify.

Notice, currently the account status is Locked.

Click the Unlock Account link to unlock user account.

Note: If the Account Status was showing as Unlocked,
this action button would be greyed out.

Click the Unlock button to confirm your action.

A confirmation message is displayed: Account
unlocked successfully.

The user will receive an email notifying them the
account unlock confirmation.

Note: the password reset is optional, as some users
may have remembered their correct password after
being locked out.




6.6 Delete User

& John Paul

& S 7

& Modify User < Enable User @ Disable User | 38 Delete User ‘a1 UnLock Account %R Reset Password

L | Senvice  Service Roles  Organizations ;

@ My Information s G5 Users x & User Details : John Paul ﬁ_
Delete Users |Submit Save as Draft

1 |John Paul ®|

@ My Information x {5y Users x & User Details : John P x
&, Delete Users

Successfully Completed the operation.

Dear John,

The account of the user John Paul has been deleted from the Xoserve Services Portal.
If you believe this has been deleted in error, please contact your Local Security Officer.

Kind Regards,
Local Security Officer

Naota: This is a system genarated mail. Plaase oo not respond. Plasse refer any issuwes fo LSO i the first instance.

Steps

Follow the steps in 5.1.1 to search and
select the user to modify. The User Details
window opens.

Click the Delete User link to delete the
user.

The Delete Users window opens.

Click the Submit button to confirm your
action.

The confirmation message is displayed
indicating the user has been successfully
deleted.

The users will receive an email notification
informing that the account is deleted.

END: The user has been deleted.
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Appendix: Password Reset



- _____________________________________________________________________________________________________
Appendix
A.1 User Security Questions

A user will set up their security questions and answers to allow password resets. Once set

up, they cannot be viewed but can be edited via:
User Access > My Information > Security Questions

Your Security questions and answers are already confirmed; however you can use the form below to change them
* Indicates Required Fields

Question1 |The destination of your first flight? Answerl |spain |

Question? |The make of your first car? Answer? |mini |

I [

Question3 |The location of your first job? Answers |So|ihu|l| |

— Select the question from the drop down list. There are a variety of questions which the
user can pick.

— Enter the response in the answer. The response is not case-sensitive.

— The user will be required to enter the correct answer for all 3 questions in order to
reset their password.

— When complete, press Apply to save the changes.

Sensitivity: Internal & Restricted



Appendix
A.2.1 Password Reset

. Enter
Port_a : Bater Secu.r ity New Confirmation
Login User ID Questions
Password

xoserve

xooserve
Services Portal

Xoserve

Welcome to the Xoserve Services Portal. The Portal provides you with single sign on access to Xoserve's online
services that you have the authority to access.

If you encounter any issues with these services which cannot be resolved by your LSO, please call the Xoserve
Service Desk on 0800 6000 506 (International +44(0) 121 623 2858) or email us at
servicedesk@xoserve.com

Login

User Name *

Password *

= | Acceptthe Terms and Conditions

I Forgot my password I

Passwords can be reset by the
user either automatically where
there has been a number of failed
attempts, or upon request when the
password has been forgotten.

Steps

1 The user can select Forgot My Password
option to reset their password; or if the user
has failed to login successfully, the system
will automatically prompt to reset the
password.

Next step: Enter user login ID.

[%Flg Home [g http://t3g2vapp.. X ]_l

YWOSEIrrVVE User Access Services

% Due to a number of unsuccessful attempts, your account has been locked. You can unlock your account by going to the |Forgol Password I




Appendix
A.2.2 Enter User ID & Security Questions

. Enter
Portal Security >> >
. . New Confirmation
Login EQ“S“O"S Password Steps

2 Enter the User Login ID to reset and press
enter.

Forgot Password

s = E' 3 The security questions that were set up for
Identify Yourself Answer Security Questions Select A Mew Password the account are displayed Enter the
. . appropriate answers for each question. The
P " Reaquiredfisid answers are not case-sensitive. Enter Tab
to move between questions and Enter

+ User Login upon completion.

Note: The answers given are not validated
immediately.

Answer the security questions below with the answers you set during registration

The destination of your first flight?
NEET |

The make of your first car?
= [mirar |

The location of your first job?
* [souHuL |




Appendix
A.2.3 Enter New Password

Portal Enter
Lodin New Confirmation
- Password

HOSEIrVE User Access Services 4  The password entry screen displays. Enter

the new password following the rules
Forgot Password Back | Save shown.

] ] =
Identify Yourself Answer Secunty Questions Select A New Password

Security
Questions

Steps

5 Re-enter the password so that it matches

v Please enter new password * Required field the new password entered.

Note: The password is not validated until the user

= Emter new password
| has pressed Enter.

= Re-enter new password |

|
' Next step: Confirmation.

Password Policy

Ans @ Your password must be no longer than 16 character(s).

@ Your password must contain at least 6 alphanumeric character(A-Z or a-z or 0-9).

@ Your password must be at least 8 character(s) long.

@ Your password must contain at least 1 numeric character(0-9).

@ Your password must contain at least 1 special characters (*()&*%S&#@I~"[]::=<_M[\+_-=").
@ Your password must contain at least 1 uppercase letter(A-Z).

m @ You may not reuse a password from your 5 previous passwords.




Appendix
A.2.4 Password Confirmation

. Enter
Ezrtianl Qsili(:s::tl)tr):s New Confirmation
J Password
xoserve

Forgot Password

User Access Services

Steps

6 If the password has been updated
correctly, the system displays confirmation.
Password has been changed. 5 Error messages are displayed where the
password or questions have not been
& Error (] provided correctly.
Mew Password and Confirm Mew Password must match

oK

@ Error = End: Password reset.
1AM-3040018 - The answers provided do not match those held against your account.
|| Please try again.
In the event that wou cannot recall your answers, please contact your Local Security Officer in the first instance.
OKI
&) Error [2e]
Messages for this page are listed below.

&) The following password policy rules were not met:

&) You may not reuse a password from your 5 previous passwords_

oK




At the end of this course, you have learnt
to perform the following activities as a LSO
In a parent organisation as well as in child
organisation.

— Create new users

— Modify users profile

— Search users

— Service Assignment

— Service Role Assignment

Sensitivity: Internal & Restricted



Thank You!
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