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1. introduction



1.1. This document (Document), describing the Active Notification System (“ANS”), is the UK Link Business Document UKLBD4 – Active Notification System Supplementary Document referred to in paragraph 2.1.1(d)(iv) of the UK Link Manual Framework Document. 


1.2. This Document is an integral part of and is incorporated in the UK Link Manual. 


1.3. The version of this Document that is in force and the date from which it is in force, are as stated above. 


1.4. In this Document: 


(a) terms defined in the DSC Terms and Conditions and not otherwise defined in this Document shall have the meaning given in the DSC Terms and Conditions;

(b) terms defined in any other CDSP Service Document and not otherwise defined in this Document shall have the meaning given in the CDSP Service Document;

(c) terms defined in the UK Link Manual Framework Document and not otherwise defined in this Document shall have the meaning given in the UK Link Manual Framework Document; and

(d) the further provisions of the DSC Terms and Conditions as to interpretation apply.

1.5. This Document may be changed in accordance with the applicable procedures contained in the Change Management Procedures.

1.6. The Purpose of this Document is to provide:

a) UK Link Users with an understanding of the capability of the Active Notification System; and 

b) An overview of the ANS Portal and the functionality available to ANS Users. 


1.7. For the purposes of this Document, references to a UK Link User or UK Link Users exclude the CDSP. 

1.8. In the case of any conflict between the provisions of this Document and the UK Link Terms and Conditions the latter shall prevail. 

1.9. UNC GT D5.2.3 does not apply in respect of this Document, and accordingly the provisions of this Document are not binding on UK Link Users. 

The functionality of the system is greater than is at present required but the information given in this guide relates solely to functionality which has been currently implemented.  No instructions are provided for any additional functions.  If some or all of these functions need to be activated in the future, this document will be amended to include full instructions at the appropriate time.




2. What Is Active Notification?


Active Notification is the process by which the Transporters can inform all relevant ANS Users simultaneously of business or time critical events such as system emergencies and interruptions. The Active Notification System is used to transmit Active Notification Communications via Short Message System (SMS) and, where an ANS User has elected to do so, via email.

The Active Notification System provides UK Link Communications to ANS Users.  The Communication is provided by the SMS Message.  The email communication is a supplementary communication.


The Active Notification System, whilst providing a form of UK Link Communication does not form part of the UK Link system.  

The ANS Portal facilitates User access but does not form part of the UK Link system.



2.1. Active Notification System 

The Active Notification System is a web-based Service provided by a 3rd party and operated by the Transporters.  The host system transmits messages over a mobile network to an ANS User's nominated handset and, where an ANS User has elected to do so, via email to the ANS User’s nominated email address(es).  This automatically acknowledges receipt of the message to the host system and also sends an automatic delivery receipt back to the Transporters.

There is a ‘Help Desk’ provided by National Gas for the ANS User to log any issues or faults that they may have with the Active Notification System. This will enable more direct routing to the relevant support personnel. The relevant ‘Help Desk’ number is 0800 582 583. 

This is not the CDSP Service Desk.  







2.2. Active Notification Communication


A message transmitted by the Active Notification System is sometimes referred to as an Active Notification Communication. These may be either Code Communications (as defined in the Uniform Network Code) or a notification that such a Code Communication has been given by some other means.  Code Communications which are given by Active Notification can be found in UKLCD1 – Code Communications Reference.

Messages will be sent via SMS and, where an ANS User has elected to do so, via email to the ANS User’s nominated SMS device and/or email address(es) which are maintained by the ANS User at all times via the ANS User’s account on the system.

2.3. Active Notification System Audit Trail


The Active Notification System has the facility to log both successful and unsuccessful deliveries.


2.3.1. Information Retained Centrally  

Information retained centrally includes for each SMS message:


(a) the message text;


(b) the times at which the message was initiated;


(c) the time at which the message was delivered to the ANS User or attempts to deliver where delivery was not achieved;


Where an ANS User has elected to receive email communications the time that the message was delivered to the ANS User is recorded.  The time that the ANS User reads this communication is not recorded.


2.3.2 Information Retained by ANS User


The ANS User may wish to make a record of the receipt of these messages and the content of these messages.

3. maintenance by an ANS user of contact details


An ANS User is able to manage their own contact details using the ANS Portal.

The ANS User’s access will be supplied via a URL. The ANS User cannot gain access to the ANS Portal without supplying a valid user identity and password.  The ANS User will have to populate a screen with the following details:


· Company ID


· User ID


· Password


These details will be supplied by National Gas initially. 


Upon first log on the ANS User Authorised Representative will be prompted to reset their password.


Should an ANS User forget the password, they may click the ‘forgotten password’ link on screen and an email will be sent to the ANS User’s Primary Authorised Representative’s email address held in the system, further details and screen shots are provided in the Active Notification System User Guide. Should an Authorised Representative still experience issues in logging in or wishes to log a fault with ANS they should call the Help Desk as detailed in section 2.1 of this Document. 

Local Security Officers that are recorded for UK Link systems do not have a specific role with respect to the Active Notification System.  An ANS User must provide one email address to act as the ‘Primary Authorised Representative’ in order for administration and maintenance messages to be provided.  Where an ANS User provides more than one email address the first email address on the ANS Portal will be deemed to be the Primary Authorised Representative.


Further information, including how to update contact details, can be found in the Active Notification System User Guide.

The following table is intended to summarise User Log In details and requirements.


		

		Active Notification System



		Authentication type

		ANS


User identity and password



		User identity

		



		Assigned to

		ANS User



		Sharing by ARs permitted?

		Yes



		Concurrent sessions possible?

		Yes



		Format

		Company ID


User ID 


Password


Supplied at initial set up.



		Lifetime

		Prompt for new password after 90 days if not used.



		How added

		By Transporters when setting up new UK Link User and following application to Transporters.



		How removed

		By Transporters when removing ANS User



		Password

		



		Length


		Minimum 8 characters



		Format



		Must contain at least 1 ‘alpha’, 1 ‘numeric’ and 1 ‘special’ character. An example of a secure password is 123?$ab%c.


As soon as an acceptable password has been entered the “Strong” web access password message will be displayed.



		Lifetime

		90 days



		How changed





		AR may reset their password using the ANS portal.


Where the ANS User password has been forgotten the ANS portal ‘Forgotten Password’ functionality will enable the Primary Authorised Representative to reset the password.





4. RECEIPT OF ACTIVE NOTIFICATION COMMUNICATIONS


4.1. SMS Messages


The SMS messages are conveyed via a mobile network to the ANS User nominated device.  This communication is only conveyed to a single device.  It is envisaged that SMS will be delivered to mobile phone devices.  ANS Users must define their own storage policies with regards to the messages received.


Transporters shall monitor the Active Notification System to determine whether SMS messages have been delivered and in any case where there is a delivery failure, the ANS User will be sent back up communication via email, fax or telephone.

4.2. Email Communications


The primary communication route is via SMS, however an ANS User may elect to receive the communication via email to up to 10 Authorised Representative nominated email addresses.


In the event there is a failed delivery via SMS, the Transporters will look to see if delivery has been received via other means e.g. Email. If delivery is still not confirmed back up communication would be sent via fax or telephone call. 

4.3. Opt-out function for certain messages sent by ANS

An ANS User, once live, will be configured to receive all messages sent by Active Notification System. However, an ANS User may, at their own risk, select to opt-out of selected daily routine messages, namely messages relating to:


· successful run of Demand Attribution messages (currently sent several times a day); and

· UIOLI figures (currently sent once a day).

 


An ANS User may opt-out (or opt back in) at any time via their online portal screen, any changes selected will take immediate effect.


 

Where the ANS User has chosen to opt-out, the Transporter will still attempt to send the message(s) to all ANS Users, however instead of receiving a delivery or failure response from the relevant ANS User’s SMS device or email address, the Transporter will receive a response that the relevant ANS User has opted-out via their portal. The Transporter will treat this opt-out response in the same manner as a successful delivery and no further attempts will be made to ensure delivery of that message to that ANS User. 

If an ANS User decides to use this opt-out function, the ANS User acknowledges and agrees that all risk and liability associated with the opt-out function remains with the ANS User and the Transporter will not be liable or responsible for any corresponding actions or failures due to the ANS User not receiving these messages.


5. Active Notification Contingency Procedures


It is an ANS User's responsibility to ensure that it reads any Active Notification Communication on receipt.  As the Active Notification Communication may contain business or time critical information it is in the ANS User's own interests to ensure that it is aware of the communication as soon as possible. 


If the Transporter detects via monitoring of the Active Notification Communication process that an ANS User has not received a particular critical message (for example if an ANS User is outside of a network area or the handset is switched off) it will implement a contingency procedure to ensure that the message is received by some other means (for example email, fax or telephone).  This inevitably introduces a delay in receipt of the message and ANS Users are therefore advised that their nominated handsets should be both switched on and located within the network area at all times.

The Transporters responsibility for Active Notification System is to: 


a) issue messages simultaneously to all ANS Users; 

b) identify when an ANS User has not received delivery of each critical message to       the SMS device; and 

c) implement contingency measures in those instances.


For each business event about which a message is sent, there is a contingency procedure which will be invoked if the Transporter detects that the message has not been delivered to the SMS device.  Because invoking contingency procedures is time consuming and can result in delay in receiving messages, it is to an ANS User's advantage to ensure that their individual organisations contact details are fully up to date and their nominated SMS device is switched on and staffed at all times.


Once the message has been confirmed to the Transporters as delivered, the Transporters accept no responsibility for failure on the part of an ANS User to read or act on their Active Notification messages.


6.  Getting Help


If you have any difficulties in using any part of system which you are unable to resolve by referring to this or the Active Notification System User Guide then you should contact the Help Desk (see section 2.1).  
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VERSION 5.1
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1. Introduction 



1.1 This document (Document) is the UK Link Miscellaneous Document UKLMD1 -UK Link Manual Glossary referred to in paragraph 2.1.1(g)(i) of the UK Link Framework Document. 



1.2 This Document is an integral part of and is incorporated in the UK Link Manual.



1.3 The version of this Document that is in force and the date from which it is in force, are as stated above. 



1.4 In this Document:

(a) terms defined in the DSC Terms and Conditions and not otherwise defined in this Document shall have the meaning given in the DSC Terms and Conditions;

(b) terms defined in any other CDSP Service Document and not otherwise defined in this Document shall have the meaning given in the CDSP Service Document;

(c) terms defined in the UK Link Manual Framework Document and not otherwise defined in this Document shall have the meaning given in the UK Link Manual Framework Document; and

(d) the further provisions of the DSC Terms and Conditions as to interpretation apply.



1.5 [bookmark: _Toc482805515][bookmark: _Toc482807124]This Document may be changed in accordance with the applicable procedures contained in    the Change Management Procedures.



1.6 [bookmark: _Toc482805516][bookmark: _Toc482807125]The purpose of this Document is to define the terms that are set out in the UK Link Manual. 



1.7 [bookmark: _Toc482805518][bookmark: _Toc482807127]In the case of any conflict between the provisions of this Document and the UK Link Terms and Conditions the latter shall prevail. 





1.8 UNC GT D5.2.3 does not apply in respect of this Document, and accordingly the provisions of this Document are not binding on UK Link Users. 













		Term

		Synonym

		Reference

		Definition/Expansion

		Document(s)



		Active Notification Communication

		

		

		Active Notification Communication is a message transmitted by National Gas NTS by means of the Active Notification System. 

		· UKLCD1



		Active Notification System

		ANS

		

		The Active Notification System is the system provided and operated by National Gas NTS for transmitting messages to a warning device. 

		· UK Link Description Document 

· UKLCD1



		Applications

		

		

		Any of the component systems that comprise the UK Link System.

		· UKLBD1



		Audit trail

		

		

		A log of the use of UK Link, recording information about significant events in the system and communications between CDSP and UK Link Users.

		· UKLBD1



		Authentication

		

		

		The process of checking or proving the identity of a user of UK Link.

		· UKLBD1



		Authorised Representative

		AR

		

		A representative of the UK Link User who has been designated as such by that UK Link User as set out in UKLBD1. 

		· UK Link Description Document 

· UKLBD1

· UKLBD2

· UKLCD1



		Automatic Audit Trail Facility 

		

		

		a facility forming part of the UK Link System installed at premises designated by the CDSP, which will automatically record the sending or the receipt by the CDSP of the message comprised in such UK Link Communication and log the date and time of such sending or receipt.

		

· UK Link Description Document 

· UKLAD3

· UKLAD2

· UKLCD1



		Batch Transfer Communication

		

		

		Data generated in a batch file and sent by a UK Link User to its Gateway.

		· UKLCD1



		Business activity

		

		

		A generic term used to describe the smallest subdivision of applications within UK Link to which access can be restricted using the security access controls.  Typically corresponds to a screen or an option on the lowest level of menu.

		· UKLBD1





		Business Associate 

		

		

		See UK Link User

		· UKLBD1





		Business Associate Code

		

		

		A value generated by UK Link Gemini to provide a unique reference to a Business Associate.  Each UK Link Gemini user identity is allocated one or more Business Associate Codes, allowing the user to access data relating to the corresponding business associates.

		· UKLBD1





		Business Hours 

		

		

		Business Hours shall mean 09:00 to 17:00 on any day (other than a Saturday or Sunday) on which the clearing banks are open in London for the transaction of general business.

		· UKLBD2



		Central Data Services Provider “CDSP”

		

		GT D1.2.1a

		Central Data Services Provider is the person for the time being appointed by the Transporters as central data services provider pursuant to the CDSP Licence Condition. 

		· UKLBD1

· UK Link Description Document

· UKLBD2

· UKLBD3

· UKLAD3

· UKLAD2

· UKLCD1



		CDSP Service Desk

		Service Desk

		

		Provision by the CDSP of a Service Desk function.

		· UK Link Description Document 

· UKLBD2

· UKLAD3

· UKLCD1





		CDSP Duty Manager

		CDSP DM

		

		A representative of the CDSP that will engage with a User in the event of a DR Arrangement

		· UK Link Description Document

· UKLBD2

· UKLAD3

· UKLAD2





		Cloud IX

		

		

		Cloud IX is an alternative service for UK Link Users for transferring files over the Internet.

		· UK Link Description Document 

· UKLBD2

· UKLAD2

· UKLAD3





		Code Communication

		

		GT D5.1.2I

		A Code Communication is: 

i)a TPD Communication; ;

ii)an IGTAD Communication (excluding an IGTAD Communication given pursuant to IGTAD Section B); and 

iii)in relation to the UK Link Manual, an IGT Code Communication which is stated in the IGT Code to be a Code Communication. 



		· UK Link Description Document

· UKLBD2

· UKLAD3

· UKLAD2

· UKLCD1





		Code Contingency

		

		GT D5.9.1(b)

		A Code Contingency is an event or circumstance affecting UK Link, of a kind specified in the Contingency Procedures, which affects the ability of UK Link Users (or where so specified in the Contingency Procedures, of a particular UK Link User or particular UK Link Users) to give or receive UK Link Communications, or to generate information to be contained in a Code Communication. 

		· UKLCD1

· UK Link Contingency Document 





		Communication

		

		

		A generic term used within this document to signify a Code Communication, a UK Link Communication or a message conveyed by the UK Link Network

		· UK Link Description Document

· UKLBD2

· UKLAD3

· UKLAD2

· UKLCD1







		Contingency Procedures 

		

		GT D5.9.1(a)

		The Contingency Procedures are procedures contained in UK Link Contingency Document for the UK Link Users to communicate with each other in the event of a Code Contingency. 

		· UK Link Contingency Document 



		Core Customer

		

		GTD 1.2.1(d)

		Means a party to the Code (other than a Trader User) in the capacity of a party to the DSC

		· UKLAD3

· UKLAD2





		Critical user

		

		

		Gas National Control Centre (NCC) users

		· UKLBD2



		Data Steward

		

		

		The individual(s) responsible on behalf of a company for deciding who shall have access to a particular set of data and the nature of the access (read, write, erase, execute etc.)

		· UKLBD1





		Data Custodian

		

		

		The individual(s) or business unit responsible for holding and protecting data on behalf of Data Stewards and users on a day to day basis.  

		· UKLBD1





		Data Services Contract or DSC

		

		GTD 1.2.1(c)

		Data Services Contract is the contract between the Parties and the CDSP in the agreed form (as provided in Part I paragraph 3 of the Transition Document) as from time to time amended in accordance with its terms and the provisions of GTD. 

		· UKLBD2

· UKLBD3

· UKLAD3

· UKLAD2

· UKLCD1



		DSC Change Management Committee

		

		GT D4.1.1

		This is a UNC sub-committee as constituted under UNC General Terms D 4.1.1



		· UKLBD3





		DSC Contract Management Committee

		

		GT D4.1.1

		This is a UNC sub-committee as constituted under UNC General Terms D 4.1.1



		



		DR Arrangements

		

		

		Means the Disaster Recovery Arrangements or processes that may be invoked if a UK Link User loses the file transfer service. 

		· UKLBD2

· UKLAD3





		DR Representative

		

		

		This nominated person(s) responsible for managing Disaster Recovery processes when a complete file transfer failure occurs.

		· UKLAD3





		External UK Link User

		

		

		An Organisation (other than UNC parties) who is entitled to use UK Link Systems consistent with the UK Link Terms and Conditions 2.2, including as a result of entering into an additional services contract with the CDSP.

		· UKLAD1



		FTP or ftp

		

		

		Means the file transfer protocol that will be followed by a UK Link User when transferring files. 

		· UKLAD3





		Gateway or User Gateway 

		

		

		For physical IX, a Gateway or User Gateway is a computer server forming part of the UK Link Network, installed at premises designated by the CDSP and of each User (and in the case of a User forming part of the User Equipment and including Licensed Software).



For Cloud IX, a Gateway or User Gateway is the remote SFTP gateway accessed with either password or an SSH private key. 

		· UK Link Description Document 

· UKLCD1

· UKLBD2

· UKLAD2

· UKLAD3





		GTD

		

		

		General Terms Section D of Uniform Network Code

		· UK Link Description Document 

· UKLBD2

· UKLBD3

· UKLAD3

· UKLAD2

· UKLCD1



		Incident 

		

		

		A fault or issue that has caused an unplanned interruption to an IT Service or reduction in the quality of an IT service (eg: Users cannot log on because the portal is inaccessible).

		· UKLBD2



		Interface Documents

		

		

		Interface Documents mean UKLCD3 which sets out a common set of file type codes that must be adhered to by all UK Link Users. 

		

· UKLBD3

· UKLCD3



		LAN

		

		

		Local Area Network

		· UKLAD3

· UKLAD2





		Local Security Officers

		LSO

		

		An individual nominated by a UK Link User to provide both the CDSP and authorised representatives with a single point of contact on UK Link security matters and who is also the  person authorised to administer a UK Link User’s Authorised Representatives.

		· UK Link Description Document

· UKLBD1



		LSO Register

		

		

		A single register of LSO details maintained by the CDSP, and used by the UK Link Security Administrator to validate security requests from LSOs.

		· UKLBD1





		message

		

		GT D5.1.2(d)

		A discrete transmission electronically sent or electronically posted by a UK Link User.

		· UKLAD2

· UK Link Description Document 

· UKLCD1

· UKLAD3





		NAPs

		

		

		NAPs are the Network Access Points sited at a UK Link Users’ premises.

		· UK Link Description Document 





		Non Supply Point System Business Days

		

		UNC TPD G1.10.

		A ‘Supply Point System Business Day’ is defined as a Day other than a Saturday, a Sunday or a bank holiday in England and Wales. A list of Non Supply Point System Business Days will be maintained by the CDSP and not later than 30 September in each year will be provided to each UNC Party. 

		· UKLBD2





		Organisational Node

		

		

		Means the destination code in the format ORGnn, where ORG is the User's shortcode, and nn is the node.

		· UKLBD3

· UKLAD2

· UKLAD3



		Password

		

		

		A string of characters which must be entered by a user when logging in to UK Link to authenticate his or her identity. The length, format, lifetime and method for changing a password may differ depending on the UK Link service that is being accessed. This is set out in UKLBD1 5.3.

		· UKLBD1





		Performance Levels

		

		

		The Performance Levels for each of the UK Link services is set out in UKLBD2. 

		· UKLBD2



		Performance Periods

		

		

		The period of time over which the Performance Levels of a UK Link service is monitored. 

		· UKLBD2 





		Physical IX

		

		

		Physical IX provides UK Link users the means to exchange files via a wide area network (WAN) and also the secure route to access Gemini.  

		· UK Link Description Document 

· UKLBD2

· UKLAD2

· UKLAD3





		Real Time 

		

		

		The actual time that a Service Request must be resolved by. 

		· UKLBD2



		Registered email address

		

		

		Means the email address of an LSO that is registered with CDSP UK Link Security Manager as set out in UKLBD1.  

		· UKLBD1





		Router	

		

		

		A device which routes messages across a wide area network and can be programmed to send messages to a pre-defined address.

		· UKLBD1





		Security Access Request Form

		

		

		The template provided by the CDSP to enable LSOs to perform user identity creation and deletion, and amendment to allocated roles.

		· UKLBD1





		Security incident

		

		

		A suspected security failure, in which Uniform Network Code information may have been lost, damaged, destroyed or disclosed to unauthorised persons.

		· UKLBD1





		Security Service Request

		

		

		Means a request from an LSO to perform an activity related to security matters.  i.e. enabling AR access for a UK Link User – including password resets and user identity creation and deletion, and amendment to allocated roles.

		· UKLBD1



		Service Request 

		

		

		A request from a UK Link User to the CDSP Service Desk for information, advice, request for a standard catalogue item (eg: report) or for access to an Application (eg: New users or password reset). 

		UKLBD2





		SFTP or sftp

		

		

		Means the secure file transfer protocol that will be followed by a UK Link User when transferring files.

		UKLAD3





		Shipper

		

		

		A “Shipper” is a  “Shipper User” which means a person other than a Transporter (but subject to TPD

Section V7) or a Trader User who is for the time being bound by the Code

pursuant to a Shippers Framework Agreement;

		UKLBD1



		SPA

		

		

		Means the Supply Point Administration system that is maintained by CDSP and holds the Supply Meter Point Register. 

		· UK Link Description Document 





		Supply Meter Point Register

		

		

		Supply Meter Point Register is a record of every Supply Meter Point

		· UK Link Description Document 



		TCP/IP

		

		

		Means the Transmission Control Protocol/ Internet Protocol that is followed when sending communications between UK Link Users LAN and User Gateway.

		· UK Link Description Document 

· UKLAD3

· UKLAD2





		Third Party and Additional Services Policy

		

		GTD 3.7

		The Third Party and Additional Services Policy sets out the basis on which the CDSP may provide and may agree to provide Additional Customer Services and Third Party Services. 

		· UK Link Description Document 





		Transporter

		

		

		Means National Gas NTS or a DN Operator

		· UKLBD1



		UK Link Communication

		message

		GTD 5.1d

		Means a “message” transmitted by a UK Link User by means of UK Link in accordance with the requirements of the UK Link Manual. 

		· UK Link Description Document 

· UKLBD2

· UKLBD3

· UKLAD3

· UKLAD2

· UKLCD1



		UK Link Gemini

		

		

		Means those parts of UK Link which support the implementation of the provisions of TPD Section B in relation to NTS Entry Capacity and NTS Exit Capacity and of TPD Sections E and F in respect of the determination of Energy Balancing Charge.

		· UKLBD1



		UK Link Identity

		

		UKLAD1 – 5.1

		[bookmark: _Ref454287267][bookmark: _Ref484853546][bookmark: _Ref484853447]A "UK Link Identity" is the user identification(s) and passcode(s) (as described in the UK Link Manual) by means of which:a UK Link User; or as respects individual access parts of UK Link, a representative of a UK Link User, may have access to UK Link.



		· UKLBD1



		UK Link Network

		IXN / I’X

		

		The UK Link Network (also known as the Information 'Xchange Network or IXN) is the communications infrastructure which allows UK Link Users to communicate with each other via Physical IX or Cloud IX route. For Physical IX,the term 'Network' is used to refer to both the network hardware and also the software and services which control and support it.

		· UK Link Description Document 

· UKLBD1

· UKLBD2

· UKLBD3

· UKLAD3

· UKLAD2

· UKLCD1



		UK Link Security Administrator

		

		

		The UK Link Security Administrator will action requests by LSOs to provide access for Authorised Representative to UK Link, only where the LSO is unable to service a request themselves.

		· UKLBD1



		UK Link Security Manager

		

		

		This role is provided by the CDSP.  The UK Link Security Manager provides a central focus and overall responsibility for the processes set out in UKLBD1.

		· UKLBD1



		UK Link User

		

		GT D5 1.2 (c)

		Unless expressed otherwise, a UK Link User is:

(i)the CDSP;

(ii) any Party in its capacity as a user of UK Link, provided that a Discontinuing User shall cease to be a UK Link User upon the User Discontinuance Date; and 

(iii)any other person permitted to have access to and use of UK Link in accordance with Code, the UK Link Manual and/or the Third Party and Additional Services Policy. 

		· UK Link Description Document 

· UKLBD1

· UKLBD2

· UKLBD3

· UKLAD3

· UKLAD2

· UKLCD1



		UK Link User Agreement

		

		GTD 5.1.2 (f)

		Means an agreement between the CDSP and another UK Link User other than a Core Customer which provides for such person to have access to and use of UK Link or any part of it. 

		· UKLBD2

· UKLAD3

· UKLAD2





		UK Link User identity

		UK Link User identification/User Indentity

		

		Means the short code used by an Organisation to access a UK Link system. 

		· UKLBD1





		User Discontinuance Date

		

		TPD V4.1.1

		is the date with effect from which a Discontinuing User ceases to be a User.

		· UK Link Description Document 





		User Organisation Type

		Organisation Type

		

		Means the type of organisation that is authorised to use UK Link by being a party to the Data Services Contract or a contract that otherwise allows access including, but not limited to, Customer Class as defined in GTD 1.2.

		· UKLAD2







		User Short Code

		

		

		A three character code assigned to each User.  These are maintained by the CDSP and published within the UK Link Manual.

		· UKLAD3





		Virus

		

		

		A piece of software which is designed to cause malicious damage or other unwanted effects to data or other programs.

		· UKLBD1



		WAN

		

		

		Wide Area Network

		· UK Link Description Document 
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1. [bookmark: _DV_M67][bookmark: _Toc527113568]Introduction



1.1 [bookmark: _DV_M68]This document (Document) is the UK Link Description Document referred to in 2.1.1(b) of the UK Link Manual Framework Document. 



1.2 [bookmark: _DV_M69]This Document is an integral part of and is incorporated in the UK Link Manual.



1.3 [bookmark: _DV_M70]The version of this Document that is in force and the date from which it is in force, are as stated on the first page of this Document.



1.4 [bookmark: _DV_M71]In this Document: 



(a) [bookmark: _DV_M72]terms defined in the DSC Terms and Conditions and not otherwise defined in this Document shall have the meaning given in the DSC Terms and Conditions;

(b) [bookmark: _DV_M73]terms defined in any other CDSP Service Document and not otherwise defined in this Document shall have the meaning given in the CDSP Service Document; 

(c) [bookmark: _DV_M74]terms defined in the UK Link Framework Document and not otherwise defined in this Document shall have the meaning given in the UK Link Manual Framework Document; and 

(d) [bookmark: _DV_M75]the further provisions of the DSC Terms and Conditions as to interpretation apply.  



1.5 [bookmark: _DV_M76]This Document may be changed in accordance with the applicable procedures contained in the Change Management Procedures. 



1.6 [bookmark: _DV_M77]The purpose of this document is to provide for:



(a) [bookmark: _DV_M78]a description of UK Link as envisaged by UNC GTD 5.1.2 including a description of the component parts of UK Link and the relationship between these component parts;



(b) [bookmark: _DV_M79]a description of UK Link Gemini as envisaged by UNC GTD 5.1.2; and



(c) [bookmark: _DV_M80]a description of the support services available in relation to UK Link and UK Link Gemini, in particular, the CDSP Service Desk.  This document also sets out the process for contacting the CDSP Service Desk and the process which will apply once any operational issues are referred to the CDSP Service Desk.



1.7 [bookmark: _DV_M81]For the purposes of this Document, references to a UK Link User or UK Link Users exclude the CDSP. 



1.8 [bookmark: _DV_M82]In the case of the any conflict between the provisions of this Document and the UK Link Terms and Conditions the UK Link Terms and Conditions shall prevail. 



1.9 [bookmark: _DV_M83]UNC GT D5.2.3 does not apply in respect of this Document, and accordingly the provisions of this Document are not binding on UK Link Users. 








[bookmark: _DV_M84][bookmark: _Toc482965476][bookmark: _Toc527113569]DESCRIPTION OF UK LINK



[bookmark: _DV_M85]This section describes UK Link, and the constituent elements of UK Link.  It also outlines the access, interfaces and support facilities available to UK Link Users.  



[bookmark: _DV_M86][bookmark: _Toc482965477][bookmark: _Toc527113570]2.1 General Description



[bookmark: _DV_M87]As stated in GTD 5.1.2 (a) “UK Link” means the information technology and communications (ITC) systems (in aggregate) used by the CDSP to provide the CDSP Services (including an information exchange system allowing the electronic transfer of information between the CDSP and UK Link Users and access to other parts of such ITC systems).



[bookmark: _DV_M88]The UK Link system is an integrated set of computer systems, which have been developed to support the operation of the gas transportation system in accordance with the Uniform Network Code by, for example, providing a vehicle by which specific Code Communications between UK Link Users can be provided.



[bookmark: _DV_M89]The UK Link System also allows additional communications (UK Link Communications) for example to view information already input in order to verify its accuracy, or to communicate with another User.



[bookmark: _DV_M90]The UK Link system is operated by the CDSP.



[bookmark: _DV_M91]The component parts of UK Link are:



[bookmark: _DV_M92]UK Link Gemini ((including UK Link Gemini Exit and UK Link Gemini Online Services and APIs);

[bookmark: _DV_M93]UK Link System Application;

[bookmark: _DV_M94]UK Link Portal;

[bookmark: _DV_M95]UK Link Online Services;

[bookmark: _DV_M96][bookmark: _DV_M97]Contact Management Service; and

[bookmark: _DV_M98]UK Link Network (Physical IX and Cloud IX) including Cloud IX Portal;

UK Link API.



[bookmark: _DV_M99]Each of these component parts is described in more detail below.



[bookmark: _DV_M100]The diagram below shows the interactions with UK Link Users and the UK Link system components:

[bookmark: _MON_1188386679][bookmark: _MON_1188387064][bookmark: _MON_1200134843][bookmark: _MON_1143895141][bookmark: _MON_1143895488][bookmark: _MON_1143895640][bookmark: _MON_1143895817][bookmark: _MON_1143896105][bookmark: _MON_1180773015]
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[bookmark: _DV_M101]The system does not validate the accuracy of the data input by Authorised Representatives in Code Communications except where expressly stated in the Data Services Contract or other relevant contract with the UK Link User.  The integrity of the data within the database is controlled via application coding checks, and the referential integrity functions inherent within the database and applications system.  If a file, record or API Request provided by an Authorised Representative is rejected, a message will be sent to the relevant User providing reasons for such rejection. These messages are defined in the UK Link Communications Document UKLCD3 – UK Link Interface.

[bookmark: _DV_M102][bookmark: _Toc482965478][bookmark: _Toc527113571][bookmark: _DV_M103]2.1.1. Parties authorised to access UK Link 



[bookmark: _DV_M104]The Uniform Network Code (GT D 5.1.2) defines the parties who are considered to be UK Link Users.  



[bookmark: _DV_M105]Any Party in their capacity as a UK Link User shall cease to be a UK Link User upon the User Discontinuance Date.



[bookmark: _DV_M106]UK Link Users can access some components of the UK Link system via online services (including UK Link Gemini using the UK Link Network) and others by sending batch files across the UK Link Network which is described in section 2.1.8 of this Document. UK Link Users may submit data via a Application UK Link Programming Interface (API) Request which is described in section 2.1.9 of this Document.





[bookmark: _DV_M107][bookmark: _Toc482965479][bookmark: _Toc527113572][bookmark: _DV_M108]2.1.2 UK Link Gemini 



[bookmark: _DV_M109]As stated in GTD 5.1.2 (b), “UK Link Gemini” means those parts of UK Link which support the implementation of the provisions of TPD & EID Section B in relation to NTS Entry Capacity and NTS Exit Capacity.  For the determination of Energy Balancing Charges, UK Link Gemini supports the implementation of TPD Sections E and F and EID sections C and D.

and of TPD Sections E and F in respect of the determination of Energy Balancing Charges.



[bookmark: _DV_M110]In order to balance the gas transportation system, the Transporters need to know how much gas will flow into and out of the National Transmission System on a daily basis. UK Link Gemini is used by UK Link Users and the Transporters to support this process.



[bookmark: _DV_M111]UK Link Gemini also incorporates the functions that are provided by a discrete system, UK Link Gemini (Exit) – the functions specific to this aspect are described below in section 2.1.2.1.



[bookmark: _DV_M112]The main Energy Balancing functions provided by UK Link Gemini are:

	Comment by Andy Simpson: @Bill Goode - Should we include EU functions (i.e. EU Nominations, NTS Optional).

[bookmark: _DV_M113]Storage Inventories;

[bookmark: _DV_M114]Gas Flow Nominations (and renominations);

EU Nominations

[bookmark: _DV_M115]Scheduling;

[bookmark: _DV_M116]Gas Trade Registration from Market Operators;

[bookmark: _DV_M117]Measurements, ;

[bookmark: _DV_M118]Allocations and Balancing; and

[bookmark: _DV_M119]NTS Balancing Invoicing.



[bookmark: _DV_M120]In order to flow gas into the National Transmission System users must obtain System Entry Capacity.  UK Link Gemini is used by UK Link Users (including Distribution Networks) and the Transporter responsible for the National Transmission System to support this process.



[bookmark: _DV_M121]UK Link Gemini provides the following key functions:



[bookmark: _DV_M122]NTS Entry Capacity Auctions;

[bookmark: _DV_M123]NTS Entry Capacity Transfers;

[bookmark: _DV_M124]Constraint Management services;

[bookmark: _DV_M125]NTS Invoicing; and

[bookmark: _DV_M126]NTS Entry Capacity Trading;.

NTS Capacity Invoicing.



[bookmark: _DV_M127]To the extent described in the UK Link Business Document UKLBD1 - UK Link Security Operating Framework and to the extent that they are entitled to it, UK Link Users have online access to the UK Link Gemini (Energy & Exit Capacity) system.



[bookmark: _DV_M128][bookmark: _Toc482965480][bookmark: _Toc527113573]2.1.2.1 UK Link Gemini (Exit)



[bookmark: _DV_M129][bookmark: _Toc142906362][bookmark: _Toc142906425][bookmark: _Toc142906574]In order to flow gas out of the National Transmission System Users must obtain NTS Exit Flat Capacity.  UK Link Gemini Exit is used by both UK Link Users (including Distribution Networks) and the Transporter responsible for the National Transmission System to support this process.



[bookmark: _DV_M130]UK Link Gemini Exit provides the following key functions:



[bookmark: _DV_M131]NTS Exit (Flat) Capacity Application Processes;

[bookmark: _DV_M132]NTS Exit (Flat) Capacity Auction Processes;

[bookmark: _DV_M133]NTS Exit (Flat) Capacity Transfers;

[bookmark: _DV_M134]Assignment of NTS Exit (Flat) Capacity;

[bookmark: _DV_M135]Offtake Capacity Statement (OCS) and Offtake Pressure Statement (OPS) registration;

[bookmark: _DV_M136]Constraint Management sServices;

[bookmark: _DV_M137]NTS Exit (Flexibility) Capacity – for DNs only;

[bookmark: _DV_M138]Flow Swaps – For DNs only; and

NTS Capacity Invoicing.



[bookmark: _DV_M139]NTS Invoicing.



To the extent described in the UK Link Business Document UKLBD1 - UK Link Security Operating Framework and to the extent that they are entitled to it, UK Link Users have online access to the UK Link Gemini system.

[bookmark: _DV_M140][bookmark: _Toc482965481][bookmark: _Toc527113574]2.1.3 UK Link System Application



[bookmark: _DV_M141]The UK Link System Application provides the functionality of the central UK Link system.  This supports the following processes:



[bookmark: _DV_M142]Maintain Supply Meter Point Register;

[bookmark: _DV_M143]Maintain Gas Industry Stakeholders;

[bookmark: _DV_M144]Predict and Allocate Daily Energy;

[bookmark: _DV_M145]Settle Meter Point Consumption; and

[bookmark: _DV_M146]Invoice Charges.



[bookmark: _DV_M147]The above processes are supported by the following notional application components: 



[bookmark: _DV_M148]Supply Point Administration;

[bookmark: _DV_M149]UK Link System Application database;

[bookmark: _DV_M150]Invoicing; and

[bookmark: _DV_M151]Connection and Disconnection Store.



[bookmark: _DV_M152]Each of these application components is described in more detail below.



[bookmark: _DV_M153][bookmark: _Toc482965482][bookmark: _Toc527113575]2.1.3.1 Supply Point Administration

[bookmark: _DV_M154]The Supply Point Administration system (SPA) enables the CDSP to maintain records of every Supply Meter Point – i.e. the Supply Meter Point Register.  UK Link Users can interact and update this function using batch files transferred across the UK Link Network, or for specific Supply Meter Points using an email interface.  Supply Point Administration consists of two elements: Supply Point Maintenance and Supply Point Measurement.  



[bookmark: _DV_M155]Supply Point Maintenance is used to support three main functions:


[bookmark: _DV_M156]supply point nominations, confirmations, withdrawals and isolations;

[bookmark: _DV_M157]maintenance of supply point details; and

[bookmark: _DV_M158]portfolio management.



[bookmark: _DV_M159]The UK Link System Application relies upon a database that provides the information which supports these facilities, this is described in section 2.1.3.2 of this Document. 



[bookmark: _DV_M160]The Supply Point Measurement part of SPA collates and consolidates the following:



[bookmark: _DV_M161]telemetered readings from entry, exit, and storage points to and from the NTS and LDZs, via central control systems; and

[bookmark: _DV_M162]readings from meters at Supply Meter Points



[bookmark: _DV_M163]The UK Link Application will record the meter readings.  These measurements enable the CDSP to record the quantity of gas supplied to each meter at each Supply Meter Point in order that the Shipper User can be charged appropriately.



[bookmark: _DV_M164][bookmark: _Toc482965483][bookmark: _Toc527113576]2.1.3.2 UK Link System Application Database

[bookmark: _DV_M165]The UK Link System Application Database is the primary store of information relating to Supply Meter Points.  The database includes details such as the address, asset information and readings for each Supply Meter Point.  It also records details of the Registered User for each Supply Meter Point, relevant appointed organisations and contact details as necessary in the Uniform Network Code.  The database is the source of all information on Supply Meter Points and provides this information to the other components of UK Link.  This enables, for example, UK Link Gemini to use aggregated readings to calculate the gas transportation charges payable by Users.  The database also provides facilities for the components of the UK Link system to update the information in a controlled manner to enable the integrity of the data to be preserved.  



[bookmark: _DV_M166][bookmark: _Toc482965484][bookmark: _Toc527113577]2.1.3.3 Invoicing

[bookmark: _DV_M167]The CDSP shall in accordance with the Data Services Contract, on behalf of the Transporters, raise invoices each month to cover all of the daily charges (and payments) arising from gas transportation activities and any other charges payable by UK Link Users. 



[bookmark: _DV_M168]Invoices are generated from the UK Link System Application or from UK Link Gemini and invoices are delivered to Shipper Users as batch files across the UK Link Network.   



[bookmark: _DV_M169]NTS Invoices are typically generated using UK Link Gemini. The remainder of transportation invoicing is generated using the Invoicing elements of the UK Link System Application.  



[bookmark: _DV_M170]A Contact Management Service is used to deal with all invoicing and associated queries.



[bookmark: _DV_M171][bookmark: _Toc482965485][bookmark: _Toc527113578]2.1.3.4 Connection and Disconnection Store

[bookmark: _DV_M172]This component records details of any connection and disconnection of a meter notified to the CDSP.  It shall also generate any notifications that the Transporter is obliged to provide to a UK Link User of any such activity.



[bookmark: _DV_M173][bookmark: _Toc482965486][bookmark: _Toc527113579]2.1.4 UK Link Portal



[bookmark: _DV_M174]The UK Link Portal has been designed to provide a single sign on access to the online services specifically the UK Link Online Service for Authorised Representatives of UK Link Users.  This element of UK Link also enables Local Security Officers to administer access to these online services.

This component is also used for Authorised Persons to access the Gas Enquiry Service (GES) Online portal under the Retail Energy Code.  The GES is not a UK Link system.



[bookmark: _DV_M175]UK Link Business Document UKLBD1 – UK Link Security Operating Framework describes the functionality available and the procedures for use of this UK Link Portal.



[bookmark: _DV_M176][bookmark: _Toc482965487][bookmark: _Toc527113580]2.1.5 UK Link Online Services



[bookmark: _DV_M177]UK Link Users with the correct permissions may access the UK Link Online Service in order to view data held within the UK Link System Application.  



[bookmark: _DV_M178]Functionality exists for Authorised Representatives of Users to update records, perform small data extracts and schedule larger data extracts.



[bookmark: _DV_M179]The screens that are available to UK Link Users are defined in UKLCD3.



[bookmark: _DV_M180][bookmark: _Toc482965488][bookmark: _Toc527113581]2.1.6 Not used



[bookmark: _DV_M181][bookmark: _DV_M182][bookmark: _DV_M183]

[bookmark: _DV_M184][bookmark: _Toc482965489][bookmark: _Toc527113582][bookmark: _DV_M185]2.1.7 Contact Management Service (CMS)



[bookmark: _DV_M186]The Contact Management Service is an online service for processing contacts with the CDSP. 



[bookmark: _DV_M187]It enables UK Link Users to raise contacts via batch and online interfaces and provides the ability to track them through to resolution.



[bookmark: _DV_M188]The screens that are available to UK Link Users are defined in UKLCD3.

[bookmark: _DV_M189][bookmark: _Toc482965490][bookmark: _Toc527113583][bookmark: _DV_M190][bookmark: _Toc142906363][bookmark: _Toc142906426]2.1.8 UK Link Network



[bookmark: _DV_M191]The UK Link Network (also known as the Information 'Xchange Network or IXN) is the communications infrastructure which allows UK Link Users to communicate with each other via Physical IX or Cloud IX route. The term 'Network' is used to refer to both the network hardware and also the software and services which control and support it.



Cloud IX is an alternative service for UK Link Users and (over time) will remove the need for physical equipment, including servers & routers in Users data centres. The Cloud IX operates securely over the Internet, rather than a physical IX network.





[bookmark: _DV_M192]To the extent that they are entitled to it, UK Link Users have access to the main services that the UK Link Network (Physical IX and Cloud IX) supports:



[bookmark: _DV_M193]Online access to UK Link Gemini; and

[bookmark: _DV_M194]File transfer facilities to allow secure, auditable transfer of data in batch files.



[bookmark: _DV_M195]External UK Link Users are able to utilise the UK Link Network services in accordance with the UK Link User Agreement between that External UK Link User and the CDSP.



[bookmark: _DV_M196]In order to access the UK Link Network via Physical IX, UK Link Users shall require the equipment and software which is described in UKLAD2.



The UK Link Access Document UKLAD3 – UK Link File Transfer Definition describes address protocols when conveying a file to another User.



The UK Link Business Document UKLBD3 – UK Link Standards Guide provides guidance to UK Link Users on File Naming and Routing Principles; File Naming Standards for UK Link Communications; Interface File Definition for File Definition, Record Definition and Record Standards; Error Reporting; and Version Control. Failure to comply with these standards may result in your file not being transferred. 



[bookmark: _DV_M197][bookmark: _Toc482965491][bookmark: _Toc527113584]2.1.8.1 Physical IX Design



[bookmark: _DV_M198]The UK Link Network Wide Area Network (WAN) consists of Gateways and Network Access Points (NAPs) sited at the User premises.  The Gateways are PC fileservers which use Microsoft Windows as their operating software.



[bookmark: _DV_M199]The Gateways are connected by telecommunications lines of configurable bandwidth supporting Transmission Control Protocol/ Internet Protocol (TCP/IP). 



[bookmark: _DV_M200]Transmission of data along the telecommunication lines is controlled by NAP equipment (sometimes referred to as routers) which routes messages across a wide area network and can be programmed to send the messages to a predefined address.  



[bookmark: _DV_M201][bookmark: _DV_M202][bookmark: _DV_M203]Each Gateway and NAP will require an IP address.  UK Link Users must register their own IP addresses in order to avoid potential problems arising from duplication.



[bookmark: _DV_M204]Prior to any communications being transferred over the UK Link Network IP addresses must be lodged with the CDSP who will maintain and keep secure from unauthorised access a central repository of all registered IP addresses on the UK Link Network.  



[bookmark: _DV_M205]Online services provided by UK Link Gemini can be accessed from UK Link User premises. In order to access UK Link Gemini Online, UK Link Users shall require software which is described in UKLAD2.



2.1.8.2 Cloud IX Design



The Cloud IX is a secure internet based SFTP Gateway hosted on the Microsoft Azure Cloud. 



UK Link Users connect to the SFTP gateway by using an SFTP client and authenticate themselves by signing to the SFTP gateway with a password or an SSH private key. After securely connecting to the remote SFTP gateway, files can be transferred over the Cloud IX network.



Prior to any files being transferred over the Cloud IX, User’s Internet IP addresses must be lodged with the CDSP who will maintain and keep secure from unauthorised access.  



[bookmark: _DV_M206][bookmark: _Toc482965492][bookmark: _Toc527113585]2.1.8.3 Supporting Services



[bookmark: _DV_M207]A controlled file transfer mechanism controls the sending and receiving of batch files between the UK Link Users. For Physical IX, the relevant software resides on each of the UK Link Network Gateways and maintains audit trails of all file traffic (including failed transmissions). For Cloud IX, the UK Link Users connect to remote SFTP gateway and it maintains an audit trail.  Further information is available within the UK Link Access Document UKLAD3 – UK Link File Transfer Definition.



2.1.9 API Services

The UK Link API allows UK Link Users to submit Base Registration Nomination (BRN) data via an Application Programming Interface (API) using standard internet HTTP protocols and to receive Base Registration Response (BRN), Association (ASN) and TMC data via a callback (Webhook) request.

2.1.9 Cloud IX Portal

The Cloud IX Portal has been designed to provide authorised UK Link users to view their file transfers events that are processed by the Cloud IX service. The user access to the Cloud IX portal is granted by the CDSP. The Portal is built as a secure multi-tier web application, deployed onto an Azure Application Service with 24x7 availability.



UK Link Business Document UKLBD1 – UK Link Security Operating Framework describes the functionality available and the procedures to use the Cloud IX Portal.

[bookmark: _DV_M208][bookmark: _Toc482965493][bookmark: _Toc527113586]2.2 Other services



[bookmark: _DV_M209][bookmark: _Toc482965494][bookmark: _Toc527113587]2.2.1 Active Notification



[bookmark: _DV_M210]The Active Notification System, independent of the UK Link Network, is provided and operated by National Gas NTS to notify UK Link Users operating within mainland UK of business or time critical events which require the UK Link User to respond rapidly.  The system is administered by National Gas NTS.  This system does not form part of the UK Link.



[bookmark: _DV_M211][bookmark: _Toc482965495][bookmark: _Toc527113588]2.3 CDSP Service Desk



[bookmark: _DV_M212]UK Link Users are supported by a Service Desk operated by the CDSP (“CDSP Service Desk”). The purpose of the CDSP Service Desk is to: 

[bookmark: _DV_M213][bookmark: _DV_C52][bookmark: _DV_C53](a) provide the first point of contact for UK Link Users to report any operational problems experienced in accessing or using UK Link; or

[bookmark: _DV_M214][bookmark: _DV_C54](b) to raise Service Requests, 

[bookmark: _DV_C55][bookmark: _DV_M215]each of which shall be referred to as a “Service Contact”.  



[bookmark: _DV_M216]Please refer to the UK Link Business Document UKLBD2 – UK Link IS Service Definition for more details.



[bookmark: _DV_M217][bookmark: _DV_C57][bookmark: _DV_M218]UK Link Users can raise a Service Contact by calling the CDSP Service Desk on the following numbers:



[bookmark: _DV_M219]Telephone from the UK: 0845 600 0506

[bookmark: _DV_M220]Telephone from outside the UK: +44 121 623 2858



[bookmark: _DV_C58]Alternatively, UK Link Users may log a Service Contact via the Service Desk Portal accessible from the ‘Help and Support’ section of the Xoserve website. 



[bookmark: _DV_M221][bookmark: _DV_C60][bookmark: _DV_M222][bookmark: _DV_M223][bookmark: _DV_C62][bookmark: _DV_M224][bookmark: _DV_C64][bookmark: _DV_M225]The CDSP Service Desk will log all Service Contacts received and, if required, pass the Service Contact to the appropriate second-line support group.  All Service Contacts raised with the CDSP Service Desk will be logged and a priority assigned depending on the severity of the problem and its impact.  These priorities are defined in the UK Link Business Document UKLBD2 – UK Link IS Service Definition. 



[bookmark: _DV_M226]The operational hours of the CDSP Service Desk are 24 hours a day 365 days a year.



[bookmark: _DV_C68]In order to raise the Service Contact the UK Link User will be asked for details of the issue.  The information necessary to raise the Service Contact is defined in the UK Link Business Document UKLBD2 – UK Link IS Service Definition, but additional information may be required to understand and direct the Service Contact which will vary depending on the contact.  



[bookmark: _DV_M227]The CDSP Service Desk should be the first point of contact for reporting any problem which a UK Link User believes could result in a Code Contingency being declared by the CDSP.

[bookmark: _DV_C69][bookmark: _DV_X66][bookmark: _DV_C70][bookmark: _DV_C71]It is recommended that any problem which a UK Link User believes could result in a Code Contingency being declared is raised by calling the CDSP Service Desk rather than via the Service Desk Portal.



[bookmark: _DV_M228]The CDSP Service Desk reserves the right to charge for this service in accordance with the DSC or the agreement with the relevant UK Link User. 



[bookmark: _DV_M229]The Service Desk is not responsible for queries relating to business processes.



Document Classification: Internal
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1. Introduction



1.1 [bookmark: _Toc473581194][bookmark: _Toc473581505][bookmark: _Toc481507005]This document (Document) is the UK Link Business Document UKLBD2 – UK Link IS Service Definition, referred to in paragraph 2.1.1 (d)(ii) of the UK Link Manual Framework Document. 



1.2 This Document is an integral part of and is incorporated in the UK Link Manual.



1.3 The version of this Document that is in force and the date from which it is in force, are as stated on the first page of this Document.



1.4 In this Document: 



(a) terms defined in the DSC Terms and Conditions and not otherwise defined in this Document shall have the meaning given in the DSC Terms and Conditions;

(b) terms defined in any other CDSP Service Document and not otherwise defined in this Document shall have the meaning given in the CDSP Service Document; 

(c) terms defined in the UK Link Framework Document and not otherwise defined in this Document shall have the meaning given in the UK Link Manual Framework Document; and 

(d) the further provisions of the DSC Terms and Conditions as to interpretation apply.  



1.5 This Document may be changed in accordance with the applicable procedures contained in the Change Management Procedures. 



1.6 The purpose of this Document is to set out: 



(a) the performance standards which the UK Link system is designed to meet, including design maximum volumes;



(b) the standards and rules with which UK Link Users must comply when accessing the UK Link system;



(c) the processes which will be followed in relation to:



· Service Request and Incident Management Processes;

· Disaster Recovery

· Change and release management;

· Service Review and Reporting;

· Design Maximum Volumes; and

· Performance Levels.



1.6 (a) to (c) above, shall apply to all UK Link Users unless explicitly excluded within this Document.  Any exclusion will be specified in the relevant additional services contract.





1.7 For the purposes of this Document, references to a UK Link User or UK Link Users exclude the CDSP. 



1.8 In the case of the any conflict between the provisions of this Document and the UK Link Terms and Conditions the UK Link Terms and Conditions shall prevail. 



1.9 UNC GT D5.2.3 applies in respect of the Document, and accordingly the provisions of this Document are binding on UK Link Users. 











[bookmark: _Toc473581196][bookmark: _Toc473581507][bookmark: _Toc481507007]1.2.1	Online Communications



The UK Link Portal (which forms part of the UK Link system) provides a single common gateway for UK Link Users to access certain UK Link system applications.  Applications accessible via the single-sign on capability provided by the UK Link Portal are:



· UK Link On Line Service



CMS and UK Link Gemini have alternative gateway access for UK Link Users to access the business functionality supported by these services. Gemini can be accessed through a production url as the UK Link Gemini solution is exposed over the internet, with the requisite security controls.



Where reported, response times for completed transactions will be monitored within the CDSP estate (i.e. between CDSP router and the application).



UK Link systems are built to enable UK Link Users to access the service using a variety of browser products.  The CDSP will maintain a list of supported browsers.  This list is set out in Appendix D of this Document.



[bookmark: _Toc473581197][bookmark: _Toc473581508][bookmark: _Toc481507008]1.2.2	Batch Transfer Communications



The UK Link Network exists to enable the sending and receiving of batch files between UK Link Users – including the CDSP.  This service is defined in UKLAD3 – UK Link File Transfer Definition which forms part of the UK Link Manual.  The systems that use Batch Transfer Communication interfaces are:



· UK Link System Applications – e.g. Supply Point Administration

· UK Link Gemini

· Contact Management Service



E mail communications are excluded from this Document.

[bookmark: _Toc473581198][bookmark: _Toc473581509][bookmark: _Toc481507009]
2.  Description of Services



[bookmark: _Toc473581199][bookmark: _Toc473581510][bookmark: _Toc481507010]2.1 Service Contact Processes



UK Link Users are supported by the CDSP Service Desk which is described in the UK Link Description Document. The CDSP have an auditable mechanism for receiving, escalating and resolving Service Contacts.



Incident management processes are followed for the co-ordination and management of reported incidents, prioritisation and escalation procedures and the provision of analysis information.



UK Link Users must provide the following information when registering a Service Contact:



· Full Name;

· UK Link Identity;

· Location;

· Telephone Number;

· Email address;

· Service Contact description;

· System, Application or Interface identification; and

· Further information as requested by the CDSP Service Desk to assist in investigation and resolution of the Service Contact.



UK Link Users will be asked for additional information as appropriate in order to better route and prioritise the Service Contact.



Service Contacts will be assigned a priority by the CDSP Service Desk in line with the Incident Priority Level Definitions set out in Fig 1(a) of this Document.  On recording the Service Contact, a reference number will be allocated and given to the relevant Authorised Representative.  Thereafter the Service Contact will be identified by this reference number.  



Individual Service Contacts will be assessed on the basis of receipt time across all UK Link Users within a given priority level. Users will be kept informed of progress on the Incident on a regular basis.



Incidents will be prioritised  in accordance with Fig 1(a) below, in respect of an individual UK Link User. When considering system availability this will not be limited to the system being functionally available but will also consider the quality of the data that is accessed via the system. 



Fig 1(a): Incident Priority Level Definitions





		Category

		Time to Fix

		Description

		Example Usage



		P1

		<4 hours

		Critical Incident

		1. Complete loss of more than one critical service

1. IT incident leading to high risk of serious Health & Safety incident

1. Confirmed uncontrolled security incident



		P2

		<8 hours

		Major Incident



		1. Complete loss of any service (critical or non critical)

1. Partial loss of critical business service causing significant operational issues (caveat assess at time)

1. Multiple Organisations[footnoteRef:2] (3 or more) are affected [2:  This test is intended to assess that incident is not limited to a specific User / Organisation / Location.] 


1. Critical users are unable to undertake their activities

1. Subject to CDSP triage, an incident escalated to this level by the Customer



		P3

		<12 hours

		Significant Incident

		1. Several users of a System or Service are impacted

1. Subject to CDSP triage, an incident escalated to this level by the Customer 

1. Minor loss of infrastructure that does not affect service availability (e.g. loss of resilience)



		P4

		<24 hours

		Minor Incident

		1. Loss of resilience on IX – no loss of service - primary or secondary circuit is down for a single site/shipper 

1. A non critical file has not been received by a UK Link User

1. A non critical file has been rejected to the UK Link  User. UK Link User has queried rejection.

1. Automated alert for overrunning or not started on time batch process



		P5

		<5 days

		Request

		1. Non-critical incidents































Fig 1(b): Service Request Priority Level Definitions





		Category

		Resolution Time

		Description

		Example Usage



		S1

		<1-hour
(Real Time)

		Business Critical

		· To assist in resolution of a high-priority Incident where damage to business reputation is likely to be significant

· To assist in resolving a confirmed, uncontrolled security incident

· A password reset for Gemini or IAP



		S2

		<8-hours
(Real Time)

		Urgent

		· Password resets for Application and Infrastructure support technicians

· To assist in a P2 incident resolution

· Proactively raised to prevent a service incident (e.g. job sequence change, storage allocations)

· One or more Critical users is not able to undertake a business critical activity unrelated to an Incident

· Subject to CDSP triage, a Service Request escalated to this level by the Customer



		S3

		<24 Business hours

		Significant

		· Password resets for a business critical system (e.g. SAP BW/DE) or where a User representative is unable to self-serve.

· To assist in P3 and P4 incident resolution

· Non urgent requests raised by the Actionable Command Centre to be resolved by another resolver group



		S4

		Up to 5 Business Days

		Standard

		· Non-critical requests - usually requests for information where the information is known 

· Requests for access etc. as part of planned system/service activity

· Non-critical requests (e.g. chase call, cancel call, blank call, wrong call, BA code creation, CSEPs / Gemini creations / modifications/ deletion, missed call, audit report request, configuring new shipper in EFT)

· Any non P1/P2 incident resolution requests to be fulfilled (e.g. - Prodcom access etc.)



		S5

		90 Days

(Business)

		Non-Standard

		· Any request which requires investigation to determine if it can be fulfilled

· Adhoc request not categorised above











[bookmark: _Int_d8CiAXP7]The following services are defined as critical / non critical for the purposes of Priority Definition.

Fig 2: Priority Service Definition





		Critical Business Service

		[bookmark: _Int_5vMEsY3z]Non Critical Business Service



		UK Link Gemini

		Information Provisioning[footnoteRef:3] [3:  Information Provisioning (IP) is not a UK Link system, but the Data Enquiry Service utilises data from this platform.] 




		UK Link Application

		Data Enquiry Service



		UK Link Network

		Contact Management Service



		UK Link Portal

		Offline Systems



		UK Link Online Service

		



		UK Link API

		











Failure to meet the target resolution time for P2 priority calls (which are set out in Appendix C) will result in the Incident being escalated to a Duty Manager.



[bookmark: _Int_VeRkJf6b]If a User wishes to increase the prioritisation of the Incident they must provide justification for any escalation to the Service Desk.  This will be triaged by the CDSP who will escalate the call if this request is upheld.

	

[bookmark: _Toc473581200][bookmark: _Toc473581511][bookmark: _Toc481507011]2. 2	Disaster Recovery



[bookmark: _Int_22d6Zo43]The CDSP has disaster recovery arrangements in place which are designed to restore the constituent elements that comprise the UK Link system.  The following table indicates the Return To Operation (RTO) Objective for each constituent element of the UK Link system.



The Recovery Point Objective (RPO) indicates the maximum point at which data on the system may not be recovered beyond in relation to the loss of service.  Data will be restored to the point at which the last backup was taken.  



The UK Link system has been designed to provide additional levels of resilience (high availability) for each system component in the Primary Data Centre in which the system is hosted. 



In the event that both the Primary and its high availability component should fail, then we have disaster recovery capability at the secondary Data Centre.   



Fig 3 – Disaster Recovery Objectives





		System

		Return To Operation Objective

		Recovery Point Objective

		Comments



		Contact Management System (CMS)

		24 hours

		24 hours

		



		UK Link Gemini (Online and API)

		4 hours

		Synchronised resilience – last accepted transaction.

		



		UK Link Portal

		24 hours

		24 hours

		



		UK Link On-Line Service

		24 hours

		Not applicable

		



		UK Link System Application

		24 hours

		24 hours

		



		UK Link Network (Physical IX)

		48 hours

		Not applicable

		CDSP Gateway Failure and UK Link Network (Physical IX)



		

		Not defined

		Not applicable

		UK Link User Failure*



		UK Link Network (Cloud IX)

		5 hours

		24 hours

		UK Link Network (Cloud IX)



		UK Link API

		1 hour

		Not applicable

		This is an alternative option of exchanging information with the UK Link system









*Disaster Recovery arrangements for failure of a User Gateway are defined in UKLAD3 – UK Link File Transfer Definition.





[bookmark: _Toc473581202][bookmark: _Toc473581513][bookmark: _Toc481507012]2.3 Change and release management



The CDSP will analyse relevant information and co-ordinate changes to UK Link systems.



All UK Link Modifications shall be managed in accordance with the Change Management Procedures.  Please refer to Paragraph 5 of the Change Management Procedures (UK Link Modifications).



All system changes to the UK Link Systems will be approved internally by the CDSP before being referred to the Change Management Committee. This is intended to reduce the potential of any adverse impact on service levels by changes to UK Link Systems.



If required by the Change Management Procedures, UK Link Users will be provided with a description of the change as part of the Change Management Procedures.  





Outages as a result of implementations will be notified to UK Link Users in accordance with the Change Management Procedures.

[bookmark: _Toc481507014]



2.4	Planned Outages



The CDSP will provide notice to UK Link Users of the unavailability of elements of the UK Link system.  UK Link Users shall be notified of this via the monthly reporting to the Change Management Committee.  This may be for a number of reasons, for example scheduled maintenance, infrastructure testing (e.g. failover) and as a result of a release.



The report should provide the consequences of this outage to Users – e.g. files being held prior to processing by an application, lack of user access to On Line Services.



The CDSP shall endeavour to provide information related to any outage in the relevant report to the Change Management Committee prior to the outage.



The CDSP shall notify External UK Link Users in line with the relevant services contracts with such External UK Link User of any planned outage.









































[bookmark: _Toc473581205][bookmark: _Toc473581516][bookmark: _Toc481507015]2.5	Unplanned Outages



Where unplanned outages are necessary, the CDSP will provide information to Users once any impact has been identified to Users.  This information may not be provided with sufficient notice to satisfy Change Management Procedures.







[bookmark: _Toc473581206][bookmark: _Toc473581517][bookmark: _Toc481507016]
3.	Service Review and Reporting



3.1 Service Reviews

The CDSP’s achievement of IS Performance Levels will be reviewed by the Contract Management Committee, or its appointed sub Committee.  Any references to the Contract Management Committee include any appointed sub Committee.



The Committee will be responsible for assessing the performance of the UK Link systems.



3.2 Service Reporting

Service reports will be provided to the Contract Management Committee for the reporting periods which are specified in Appendix C.  Each report will be made available to the relevant Committee meeting following the end of the subsequent reporting period.  The report will cover, the service received by the industry as a whole.  



The reports will include:



· graphical report of response times for UK Link Gemini On-Line Communications;

· graphical report of key transactions processed day on day for the reporting period across the industry;

· tabular report showing individual outages for the system components and services specified in Appendix C of this Document;

· tabular report showing resolution times for P2 and P1 priority calls to the CDSP Service Desk.



3.3 Maintenance of a Capacity Plan

The UK Link system has been designed to manage a certain capacity of transactions. These are set out in Appendix B – Design Maximum Volumes. 

In order to ensure that sufficient resources are in place to service UK Link Users' requirements the CDSP will monitor utilisation of existing capacity.  As input to this process, UK Link Users will be required to forecast their usage of UK Link by key transactions, identified below, providing average and peak day, as defined by the individual UK Link User. 



Each UK Link User must provide expected numbers of Authorised Representatives expected to access each UK Link system capable of supporting On-line Communications.



Rolling 12 monthly forecasts will be required to be provided by each UK Link User at six monthly intervals to the CDSP.



The key transactions are:



· Gas Flow Day Nominations and Renominations;

· Supply Point Enquiries;

· Supply Point Nominations;

· Confirmations only for a Supply Point less than 73,200kWh;

· Confirmations for a Supply Point greater than 73,200kWh;

· Supply Point Amendments (as specified in UNC TPD G Annex G-1) – including Class Amendment and Organisation Entity changes (e.g. MAM Id Update);

· Meter Reading submissions by Supply Point Classes 2, 3 and 4;

· Meter Information Notifications;

· Meter Information Update Notifications.



Where UK Link Users wish to submit short term extraordinary UK Link Communication volumes they must raise a Service Request with the CDSP Service Desk.  The CDSP will assess available capacity and prescribe a submission profile.



[bookmark: _Toc470815983][bookmark: _Toc473581207][bookmark: _Toc473581518][bookmark: _Toc481507017]
Appendix A	Treatment specific to UK Link User Organisation Type



[bookmark: _Toc473581208]Not Used.





[bookmark: _Toc473581209][bookmark: _Toc473581519][bookmark: _Toc481507018]
Appendix B	Design Maximum Volumes



The following table sets out the business volumes which the UK Link system has been developed to support.



UK Link Users are required to contribute to assessment of system capacity as described in Section 3.3 Maintenance of a Capacity Plan above.  The UK Link system performance is based on volumes not exceeding these stated values.



Fig 4 – Design Maximum Volumes



		Value

		Volumetrics

		Comments



		Total Supply Meter Points, or which:

		25,000,000

		



		Large Supply Points (>=73,200 kWh)

		300,000

		



		Small Supply Points (< 73,200 kWh)

		24,700,000

		



		Twin-stream Meter Points

		100

		



		



		Meter Reading Product Classes

		

		



		Class 1

		1,000

		Volume following UNC Mod 0441 implementation (PNID+6M)



		Class 2

		50,000

		2017/18 - Assumes max 70% of meter points within AQ > 732,000 & < 58,600,000 kWh will be Class 2.

2019/20- Assumes max 100% of meter points within AQ > 732,000 & < 58,600,000 kWh Class 2. 

2021 – Above assumptions retained



		Class 3

		12,000,000

		2017/18 – Assumes 2.4M meter points (based on 5% LSP’s, and 40% of SSPs with Smart Metering capability utilising this Class.



2019/20 – Assumes 50% of SSPs with Smart Metering capability utilising this Class. 

2021 – Above assumptions retained



		Class 4 – Monthly / Annual

		All Supply Meter Points not in Class 1-3, will be within this category.



		



		NTS Entry Points

		25

		



		NTS Exit Points

		40

		



		Embedded LDZ Entry Points

		100

		Minimum gas specification criteria necessary.














The following table sets out the transactional volumes, in terms of peak daily transaction rates, which the UK Link system has been developed to support.  The sizing has been based upon those transactions which are significant in peak daily volumes.



Fig 5 – Specified Peak Daily Transactions





		Value

		Volumetrics

		Comments



		

		Average

		Peak

		



		Supply Point Administration

		

		

		



		Enquiries

		

		40,000

		DS-CS SA1-01



		Supply Point Nominations / Detail Registration Nomination (NOM)

		

		6,000

		DS-CS SA1-03 / DS-CS SA1-37





		Base Registration Nominations

		Base Registration Nomination processing volumetrics aligned to the Maximum Demand Volumes of Market Messages in the REC Gas Retail Data Service Definition (DS-CS SA1-39)





		Confirmations 

		

		 1,000

		DS-CS SA1-09



		Registrations received from CSS

		In accordance with the specified Maximum Demand Volumes of Market Messages in the REC Gas Retail Data Service Definition (ASGT-NC SA1-06 / ASiGT-NC SA1-06)



		Supply Point Objection from Proposing User

		

		 1,000

		DS-CS SA1-14





		Transfer of Ownership 

		

		

		



		Non CSS Supply Points (including issue of TRF)

		

		  1,000

		DS-CS SA1-15



		CSS Supply Points (including issue of MNC)

		Transfer of Ownership for CSS Supply Points volumetrics aligned to the Maximum Demand Volumes of Market Messages in the REC Gas Retail Data Service Definition (DS-CS SA1-41)



		SPA Amendments (UNC TPD G Annex G-1)

		2,500

		 55,000

		



		Change in Supply Point Capacity

		

		  35,000

		DS-CS SA3-08[footnoteRef:4] [4:  Supply Point Capacity Amendments may result in Referral to Network for assessment.  Capacity for referral assessment will be materially lower than this volume.] 




		



		Assets

		

		

		



		Meter Information Notifications (JOB) / Meter Information Update Notifications (UPD)

		20,000

		55,000

		Values benchmarked against DECC roll out volumes.  Processes described in this document will enable future assessment.



		



		Meter Reading

		

		

		



		

		4,000,000

		32,000,000

		Day 1 figures agreed.  Processes described in this document will enable future assessment.



		



		Meter Point Creation

		

		5,000

		DS-CS SA3-01 /DS-CS SA3-13



		Organisation Update (GEA)

		

		1,000

		



		MAM Update

		

		100,000

		







Fig 6 – Other Specified Transactions



		Value

		Volumetrics

		Comments



		

		Average

		Peak

		



		AQ Calculations (Monthly)

		

		14,000,000

		



		Reconciliations ( Daily)

		1,000,000

		3,800,000

		Baselined Nexus volume – c14m

Volumes revised based on post Nexus processing volumes 





		Vacant Sites submissions (Daily)

		

		80,000

		







UK Link Gemini has been designed to process an average of approximately 8,300 nominations per day plus a further 4,200 renominations, a total of 12,500 per day.





Fig 7 – On-Line Service Definition



		System

		Maximum Concurrent Users

		Comments



		Contact Management System (CMS)

		160

		



		UK Link Gemini Online

		340600 Shipper / DNO / NTS Users

		200 Users via Online / API UK Link Network connection.



		

		450

		



		UK Link Portal

		

		



		UK Link On-Line Service

		

		









[bookmark: _Toc473581210][bookmark: _Toc473581520][bookmark: _Toc481507019]
Appendix C	Performance Levels



The following table sets out the Performance Levels.



		Performance

Parameter

		Performance Period /

Performance Levels

		Notes





		On-Line Communications:



		UK Link Gemini

		4 seconds for 95% of all transactions

		Measured by volume internally to and from the UK Link User router.



		UK Link Portal

		up to 10 seconds for complex transactions

		Not reported.



		UK Link Online Services

		up to 10 seconds for complex transactions

		Not reported.



		DES

		up to 10 seconds for complex transactions

		Not reported.



		CMS

		Up to 20 seconds for complex transactions

		Not reported.



		Service Availability:



		UK Link Gemini



		99% Availability within Scheduled Hours.



Scheduled hours: 

23 hours per day Monday - Saturday



22 hours Sunday

		Unavailability Monday - Saturday 

1 hour between 0315 - 0415.

Unavailability Sunday 0300 - 0500.



Figures are exclusive of planned maintenance.



		UK Link Portal



		97% Availability within Scheduled Hours.



Scheduled hours: 

22 hours per day.

		Unavailable 0500-0700 7 days



		UK Link Online Services

		97% Availability within Scheduled Hours.



Scheduled hours: 

22 hours per day.

		Unavailable 0500-0700 7 days



		UK Link Network

		99% Availability.

		Users may enhance individual User availability by increasing resilience / redundancy of equipment (subject to charge).



		CMS

		97% Availability within Supported Hours.

		Supported hours 0800 – 1800 Monday to Friday; 0800 – 1200 Saturday (excl. defined Non Supply Point System Business Days)

The service may be available outside of the stated times but this is outside of defined availability.



		Miscellaneous:



		Service Desk

		24 hours each day

		



		Authorised Representative Addition/ Removal

		Within 5 business days

		Excludes self service capability.  

UK Link User LSOs can add / remove Authorised Representatives for UK Link Online Service.



		

		Within 10 business days

		Where CMS accounts not serviced through self service capability.



		Incident Resolution

		P2: 8 hours

		Excludes incidents related to Transporter Provided Equipment as part of the UK Link Network to UK Link Users.



		Reporting Period

		Monthly

		Monthly reports will be issued on the basis of calendar months.







[bookmark: _Toc473581212][bookmark: _Toc473581522][bookmark: _Toc481507021]
Appendix D	Supported Browsers by UK Link System



The following browser versions may be used to access Online services listed.



Cookies should be enabled.



		UK Link System

		Browser

		Supported Versions

		Version End Date

		Comments



		UK Link Gemini

		Firefox

Chrome

Internet Explorer

SafariAll Supported Browsers

		

		

		Use of Citrix product manages user interface with UK Link Gemini.



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		



		CMS



		Microsoft Internet Explorer

		IE11

		

		



		

		

		IE10

		

		



		

		

		IE9

		

		



		

		

		IE8

		

		MS has withdrawn support for this product.  Limited CDSP Service Desk support available.



		

		Google Chrome

		39+

		

		



		

		Apple Safari

		7, 8, 9+

		

		



		

		Mozilla Firefox

		31+

		

		



		

		

		

		

		



		UK Link Portal; UK Link Online Service; 

		Microsoft Edge

		v16 or higher

		

		



		

		Google Chrome

		v57 or higher

		

		



		

		Apple Safari

		v11 or higher

		

		



		

		Mozilla Firefox

		v52 or higher

		

		



		Cloud IX Portal

		Google Chrome

		v57 or higher

		

		



		

		Microsoft Edge

		v16 or higher
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Introduction

This document (Document), setting out the UK Link terms and conditions, is the UK Link Access Document UKLAD1 – UK Link Terms and Conditions referred to in paragraph 2.1.1(c)(i) of the UK Link Manual Framework Document.

This Document is an integral part of and is incorporated in the UK Link Manual.

The version of this Document that is in force and the date from which it is in force, are as stated above.

In this Document:

CDSP Available Equipment means those items of computer hardware (including any firmware) and other equipment which are available to be provided by the CDSP as described in UKLAD2 – UK Link Required Equipment;

CDSP Available Software means those items of software (excluding that referred to in paragraph 3.2.5), which are available to be provided by the CDSP as described in UKLAD2 – UK Link Required Equipment;

Licensed Software means the CDSP Available Software which is licensed in accordance with paragraph 4.1 (as described in UKLAD2 – UK Link Required Equipment) and provided to the UK Link User (in object code or other form), and any new releases of that software (which may include third party software);

Service Desk has the meaning given to it in paragraph 10.1;

UK Link User Equipment means the hardware (including any firmware) and other equipment from time to time provided or to be provided by a UK Link User in accordance with paragraph 3; 

UK Link User Software means the software from time to time installed or to be installed on the UK Link User Equipment in accordance with paragraph 3.2;

terms defined in the DSC Terms and Conditions and not otherwise defined in this Document shall have the meaning given in the DSC Terms and Conditions;

terms defined in any other CDSP Service Document and not otherwise defined in this Document shall have the meaning given in the CDSP Service Document;

terms defined in the UK Link Manual Framework Document and not otherwise defined in this Document shall have the meaning given in the UK Link Manual Framework Document; and

the further provisions of the DSC Terms and Conditions as to interpretation apply.

This Document may be changed in accordance with the applicable procedures contained in the Change Management Procedures.

The purpose of this Document is to provide for:

the process to be followed to become a UK Link User;

the requirement that a UK Link User procures all necessary equipment, software and telecommunication equipment, and configuration;

the conditions of access to UK Link;

the issue of UK Link identification and passcodes;

the availability and downtime of UK Link;

UK Link security and anti-virus requirements;

UK Link protocols and standards;

the circumstances in which CDSP may suspend access to UK Link;

the provision by the CDSP of a Service Desk and further assistance; and

the process by which a UK Link User ceases to be a UK Link User.

For the purposes of this Document, references to a UK Link User or UK Link Users exclude the CDSP.  

In the case of any conflict between the provisions of this Document and any other part of the UK Link Manual, this Document shall prevail.

Process to be followed to become a UK Link User

UK Link Users shall comply with this Document and the UK Link Manual in respect of, and as a condition of, access to and use of UK Link.

External UK Link Users

[bookmark: _Ref484852048]The CDSP may permit persons (other than UNC Parties), within any of the categories set out in paragraph 2.2.2, to have access to and use of UK Link.

[bookmark: _Ref484852035][bookmark: _Ref482635380]The categories of persons referred to in paragraph 2.2.1 are those listed in Appendix A of this Document and persons to whom the CDSP provides Third Party Services, where such persons need access to UK Link to use or benefit from such Third Party Services.

[bookmark: _Ref484852067]No such person will be permitted to have access to or use of UK Link unless such person has executed a UK Link User Agreement; provided that in the case of the Authority the CDSP may waive or modify this requirement and such agreement shall not be required to contain a provision limiting the ability of the Authority to disclose information.

Such a person will cease to be a UK Link User in accordance with the provisions (as to such cessation) of the relevant agreement entered into by such UK Link User and the CDSP.

The extent to which any such person may have access to and use of UK Link will be described in UKLBD1 – UK Link Security Operating Framework.

[bookmark: _Ref453937672]UK Link User requirement to procure all necessary equipment, software and telecommunication equipment, and configuration 

Note this section is applicable only for UK Link Users connecting via Physical IX network.

[bookmark: _Ref453937495]Introduction

This paragraph 3 sets out requirements (in respect of the provision of hardware (including any firmware), telecommunications facilities and equipment and software, and operational requirements and the making available of relevant requirements) applicable to UK Link Users in relation to access to and use of UK Link.

UK Link has been designed to function:

on and with certain hardware and software configurations; and

in respect of UK Link Gemini, in connection with specific software which may need to be downloaded; and

via a web portal, 

all as described in UKLAD2 – UK Link Required Equipment; 

in accordance with the address strategy as described in UKLAD2 – UK Link Required Equipment and the routing requirements as described in the UKLAD3 – UK Link File Transfer Definition; and

in accordance with defined standards and protocols as described in UKLBD3 – UK Link Standards Guide. 

[bookmark: _Ref481590117]UK Link User Equipment and UK Link User Software

Note this section is applicable only for UK Link Users connecting via Physical IX network.

[bookmark: _Ref454473511]It is the responsibility of each UK Link User, at its own expense to ensure, and a condition of becoming a UK Link User, that there are provided at its premises or where applicable its User Agent’s, or any third party's premises at which the UK Link User's equipment is hosted, (except that the Active Notification Device need not be held on the premises) and maintained from time to time (as required by any UK Link Modification in accordance with the Change Management Procedures) modified, upgraded or replaced, the hardware (including any firmware) and other equipment, software and telecommunication facilities, and the other facilities and resources, necessary to enable the UK Link User to access and use UK Link and transmit, receive, translate, record and store UK Link Communications, as described in UKLAD2 – UK Link Required Equipment.

Each UK Link User shall take all reasonable steps:

to ensure that the hardware, equipment, software and facilities to be installed by it in connection with UK Link are adequately protected against damage and security risks; and

to implement and maintain at its premises, or, where applicable, its User Agent’s premises (or third party's premises at which the UK Link User's equipment is hosted), the operational environment required for the operation of UK Link.

In accordance with UKLAD2 – UK Link Required Equipment, UK Link Users may be classified according to indicators of expected use of and access to UK Link; and the minimum scope and configuration of the hardware, equipment, software, facilities and resources from time to time to be provided by a UK Link User in accordance with paragraph ‎3.1 will be determined (as described in UKLAD2 – UK Link Required Equipment) by reference to such classification. 

[bookmark: _Ref484854508]Except in so far as provided by the CDSP in accordance with paragraph 3.3 it is the responsibility of each UK Link User to ensure that the UK Link User Equipment and UK Link User Software comply with the specifications and satisfy the configurations described in UKLAD2 – UK Link Required Equipment.

[bookmark: _Ref484853332]In accordance with UKLAD2 – UK Link Required Equipment, in respect of UK Link Gemini, a UK Link User must obtain the relevant software required to be installed pursuant to paragraph 3.1.

[bookmark: _Ref484856999]Where UKLAD2 – UK Link Required Equipment specifies (in addition to what is specified for the purposes of paragraph 3.1) any benchmark ("Benchmark UK Link Configuration") for the specification, standard or configuration of hardware, equipment, software or other facilities to be installed pursuant to paragraph 3.1:

a UK Link User shall not be required to ensure that its UK Link User Equipment and UK Link User Software comply with the Benchmark UK Link Configuration (without prejudice to paragraph 3.1); but

a UK Link User who does not secure compliance with the Benchmark UK Link Configuration shall be responsible for satisfying himself and ensuring that the hardware, equipment, software and facilities installed by him are capable of operating in accordance with the requirements of this Document and GT Section D of the Uniform Network Code and allowing UK Link to function thereon.

The Benchmark UK Link Configuration expressly excludes any hardware or software the functions of which are beyond the scope of what is required (in accordance with paragraph 3.1) for the use of and access to UK Link.

The CDSP agrees that it will, in consultation with the Change Management Committee, from time to time review the Benchmark UK Link Configuration in the light of technological developments in the hardware and software generally available to UK Link Users with a view to determining whether it would be appropriate (as a UK Link Modification) to modify such configuration.

[bookmark: _Ref454473650]CDSP Available Equipment and Software

Note this section is applicable only for UK Link users connecting via Physical IX network.

[bookmark: _Ref481771044]Upon request by a UK Link User (by notice to the CDSP and otherwise subject to and in accordance with the UK Link Manual), the CDSP will provide on hire any CDSP Available Equipment and/or supply CDSP Available Software.

[bookmark: U_2_3_4][bookmark: _Ref484852850]The terms (including terms as to hire and other charges or fees) upon which the CDSP provides any CDSP Available Equipment or CDSP Available Software, or maintain any CDSP Available Equipment, shall be those set out in this Document and the DSC or UK Link User Agreement (where applicable), or otherwise agreed between the CDSP and the UK Link User in writing; provided that where a UK Link User has not entered into an agreement with the CDSP in respect thereof, it shall be deemed to have agreed to the applicable terms in the UK Link Manual.

[bookmark: _Ref453937578]UK Link User Equipment (including replacement parts) which is provided by the CDSP shall be deemed to comply with the Benchmark UK Link Configuration.

Premises preparation and assistance in respect of CDSP Available Equipment

[bookmark: _Ref482627375]Each UK Link User shall prepare its premises, or, where applicable, procure that its User Agent prepares its premises, in accordance with all reasonable instructions issued by the CDSP or its contractors and shall make available to the CDSP or its contractors all necessary access to any other facilities at the relevant premises and any other relevant premises for the purpose of the delivery and installation of the CDSP Available Equipment. 

The CDSP shall be entitled to charge each UK Link User for any reasonable costs incurred by the CDSP or its contractors as a result of any failure by the UK Link User, or, where applicable, its User Agent, to prepare the relevant premises in accordance with all reasonable instructions issued by the CDSP or its contractors.  Each UK Link User shall meet the costs of preparing the relevant premises in accordance with all reasonable instructions issued by the CDSP or its contractors. 

If requested by the CDSP, each UK Link User shall promptly provide to the CDSP such information and assistance as the CDSP reasonably requires in relation to the delivery and installation of the CDSP Available Equipment (including any site access procedures applicable to the relevant premises).

Prior to installation of the CDSP Available Equipment, each UK Link User shall, if required by the CDSP, obtain the acknowledgement (in a form approved by the CDSP) of any landlord, mortgagor and any other person with an interest in or occupation of the relevant premises, that they shall have no right, title or interest in the CDSP Available Equipment, and the UK Link User shall procure that the CDSP Available Equipment shall not become affixed or attached to real property.

On delivery of the CDSP Available Equipment, an authorised representative of each UK Link User shall sign a delivery certificate confirming receipt of the CDSP Available Equipment.  The authorised representative of the UK Link User shall also sign a delivery note immediately following successful installation of the CDSP Available Equipment.

[bookmark: _Ref481770752]From the date of delivery of the CDSP Available Equipment to the relevant premises, each UK Link User shall be responsible for the safe custody thereof and shall keep it in good condition, free from damage, and insured for the total value of the CDSP Available Equipment (as notified to each UK Link User by the CDSP from time to time) against all usually insured risks including third party liability.  Each UK Link User will provide to the CDSP on demand confirmation that it has complied with this obligation and will provide to the CDSP from time to time upon request, a copy of each UK Link User's relevant certificate of insurance.  The CDSP Available Equipment shall remain the property of the CDSP or its contractors or third party owner. 

CDSP Available Equipment Obligations

Note this section is applicable only for UK Link users connecting via Physical IX network.

Each UK Link User shall:

keep and use the CDSP Available Equipment in accordance with the terms of this Document, all and any manuals relating to the Services and the CDSP Available Equipment and/or the UK Link and other reasonable instructions in relation to it (including any such relating to security policies, procedures and/or methods) provided by the CDSP, and all applicable laws, regulations and orders for the time being in force;

(save as expressly permitted in writing by the CDSP) not deal with, make any physical, mechanical, electrical or electronic modification, alteration or attachment to the CDSP Available Equipment;

not assign, mortgage, charge, encumber or lease the CDSP Available Equipment or subject it to any other third party interest;

not remove, alter or obscure any identification mark or plaque or any serial numbers or other marks placed on the CDSP Available Equipment by the CDSP;

at all times keep the CDSP Available Equipment in its possession and control at the relevant premises and not remove it or if applicable procure that the User Agent does not remove it from the relevant premises;

not mistreat or misuse the CDSP Available Equipment;

grant and procure the grant to the CDSP and its contractors such access to the relevant premises and the CDSP Available Equipment and such other facilities free of charge as are necessary, including, adequate power supplies suitable earth connection, communication links, hardware and other equipment, software and telecommunications facilities, work space, storage, an adequate environment and space and such other facilities and resources as may reasonably be considered commercially necessary for the operation of the CDSP Available Equipment in order to enable them to carry out their rights and obligations under this Document (including to carry out any initial survey of the relevant premises (if applicable) and works necessary for the installation of the CDSP Available Equipment at the relevant premises (including any further works as may be required thereafter in order to use, retain, inspect, repair, alter, maintain, adjust, make additions to, remove or replace the same (“Site Works”)), at such times as may be agreed between the CDSP and a UK Link User (such agreement not to be unreasonably withheld) and to enable them to verify that the UK Link User is complying with its obligations;

take all reasonable precautions to protect the health and safety of the CDSP and its contractors, employees, agents and sub-contractors whilst at the relevant premises and any other premises of the UK Link User and if reasonably practical provide in advance the CDSP and/or its contractors, employees, agents and sub-contractors with security, health and safety and other site requirements which apply at the relevant premises; 

supply the CDSP with such information and obtain all consents and licences required for use by the CDSP or its agents or suppliers to enable it to access any IT systems of the UK Link User where reasonably necessary for the CDSP to fulfil its obligations under this Document;

act reasonably and cooperate with the CDSP and its sub-contractors including cooperation in respect of any diagnostic or other maintenance or upgrade activities;

ensure that it has at all times appropriate equipment and facilities to enable access to the UK Link to transmit, receive, translate, record and store CDSP Available Communications, such as a PC and a registered IP address for connectivity to the UK Link; 

not access or use (or permit any third party to access or use) UK Link other than by means of the CDSP Available Equipment (or in the case of submitting Settlement Data via Application Programming Interfaces (API) by means of HTTP requests) and in accordance with such protocols, standards and other requirements (including in relation to UK Link User personnel approved for such access and use) as the CDSP may reasonably notify to the UK Link User from time to time;

at all times comply with the UK Link Manual and all applicable laws and regulations regarding the use of the Services; 

in the event it discovers it is unable to access the UK Link, receive or Transmit Files or API Requests, or there is any other error, fault or malfunction of the CDSP Available Equipment, report that fault to the CDSP by contacting the Service Desk; and

grant (or procure the grant) to the CDSP (and its contractors, agents or suppliers) the right to inspect or test the UK Link or update its software remotely and/or provide access to the relevant premises for such purposes provided that any procedure agreed between the CDSP and a UK Link User in relation to access is complied with.  

[bookmark: _Ref481770782]Each UK Link User shall promptly notify the CDSP in writing of any damage, loss or destruction to the CDSP Available Equipment.  In the event of any damage, loss or destruction of any part of the CDSP Available Equipment, unless the UK Link User can demonstrate to the CDSP's reasonable satisfaction that the relevant damage, loss or destruction was as a direct result of any act or omission of the CDSP or the CDSP's suppliers, the UK Link User shall make all appropriate claims under the relevant insurance policies and shall ensure that all insurance proceeds are applied at the option of the CDSP:

in making good any damage to that item;

in replacing that item with an item of equivalent specification and condition; or

[bookmark: _Ref482627809]in compensating the CDSP for such loss, damage or destruction up to the total value of the CDSP Available Equipment, any surplus being paid to, and any deficit being made up by, the UK Link User.

Where the relevant premises at which the CDSP Available Equipment is located are not owned or controlled by each UK Link User, then each UK Link User shall procure that all person(s) who own and /or control the relevant premises shall in addition to (and not in substitution for) each UK Link User, comply with all of the obligations specified in paragraphs 3.3.4 to 3.3.11 as if they were the UK Link User. Any non-compliance by any of such person(s) shall be deemed to be a breach by each UK Link User and each UK Link User shall be accordingly liable in accordance with the provisions of this Document in respect of any such breach.  Each UK Link User shall, if requested by the CDSP, procure a direct undertaking from any such person who owns and/ or controls the relevant premises agreeing to be bound by all relevant provisions of this Document.  Any such undertaking shall be in a form approved by the CDSP (such approval not to be unreasonable withheld or delayed).

Where a UK Link User is a secondary user of the relevant CDSP Available Equipment (because the equipment is shared with a third party and installed at that primary user's premises), then paragraphs 3.2.1 to 3.3.11 shall be deemed amended so that such UK Link User shall procure that the primary user of such CDSP Available Equipment complies with such paragraphs.

Means of telecommunication

The means of telecommunication to be used for the purposes of UK Link, including the telecommunication protocols and requirements as to third party service provider(s) will be as set out in UKLAD3 – UK Link File Transfer Definition and UKLAD4 – UK Link Application Programming Interface Definition.

[bookmark: _Ref454369016]Extent of, and conditions of, access to UK Link 

[bookmark: _Ref454474146]Licence

[bookmark: _Ref484854482]Subject to the restrictions in paragraph 4.2, a UK Link User shall be licensed for the purposes contemplated by the Uniform Network Code (including such purposes under an Ancillary Agreement, Network Entry Agreement or Network Exit Provisions) or the DSC, but not otherwise, to:

have access to and use UK Link;

use the Licensed Software; and

make use of the UK Link Manual.

[bookmark: _Ref484854469]The licence granted in paragraph 4.1.1 to each UK Link User is royalty-free (but without prejudice to any sum due pursuant to the DSC) and non-exclusive and non-transferable and shall terminate automatically upon that UK Link User ceasing to be a UK Link User for any reason.

[bookmark: _Ref454370327]UK Link, the Licensed Software, any accompanying documentation, the UK Link Manual and all copyright and other intellectual property rights of whatever nature therein are and shall at all times remain as between the CDSP and each UK Link User the property of the CDSP.

[bookmark: _Toc477582456][bookmark: _Toc482080131][bookmark: _Ref484854727][bookmark: _Ref484854794][bookmark: _Toc7497030][bookmark: _Toc67386831][bookmark: _Ref454474168][bookmark: _Ref463429079][bookmark: _Ref488224810]Restrictions on the Use of Licensed Software and the UK Link Manual

[bookmark: _Ref454382578]A UK Link User may use the Licensed Software only on the UK Link User Equipment.

A UK Link User may not:

copy the Licensed Software, any documentation including any manual accompanying the Licensed Software, or the UK Link Manual, except for the purpose of making two (2) back-up copies of these materials;

sub-license use of the Licensed Software to a third party;

except as may be permitted by law, decompile, disassemble or modify the whole or any part of the Licensed Software;

charge or otherwise deal in or encumber the Licensed Software or any accompanying documentation; or

delete, remove or in any way obscure any proprietary notices of the CDSP or a third party on any copy of the Licensed Software, accompanying documentation or the UK Link Manual.

Without prejudice to the provisions as to confidentiality of Section V5 of the Uniform Network Code or (as the case may be) the agreement referred to in paragraph 2.2.3, each UK Link User shall:

reproduce the CDSP's copyright notices on any copy made by it of the Licensed Software, accompanying documentation or the UK Link Manual;

keep records of the making of each copy of the Licensed Software, accompanying documentation or the UK Link Manual and location of such copies, and upon request forthwith produce such records to the CDSP; and

[bookmark: _Ref484854608]without prejudice to the foregoing, subject to paragraph 4.2.4, take all such other reasonable steps which shall from time to time be necessary in the reasonable opinion of the CDSP to protect the confidential information and intellectual property rights of the CDSP in the Licensed Software, accompanying documentation and the UK Link Manual.

[bookmark: _Ref484854582]Subject to the terms in the DSC or the UK User Link Agreement (if applicable), except where the UK Link User is in breach of this paragraph 4, paragraph 4.2.3(c) shall not require a UK Link User to take or join in taking any legal proceedings where the UK Link User is (in its reasonable opinion) justified in declining to do so on the grounds that it does not wish to be involved in legal proceedings against the particular third party(ies) involved.

[bookmark: _Ref454382582]A UK Link User shall not, and shall not attempt to, download, delete, modify or knowingly damage or access for any purpose other than as authorised under this Document, any software (including any firmware) comprised in UK Link or installed on any equipment (other than the UK Link User Equipment) forming part of UK Link. 

[bookmark: _Toc477582457][bookmark: _Toc482080132][bookmark: _Toc7497031][bookmark: _Toc67386832]Interoperability of Licensed Software

To the extent permitted under the terms of any head licence the CDSP may have with a third party in respect of any of the Licensed Software, the CDSP will provide on request from a UK Link User to that UK Link User information regarding interfaces and standard protocols relating to the Licensed Software, to enable the Licensed Software to be used in conjunction with other software which is not provided by the CDSP.

The CDSP gives no warranty regarding the interoperability of the Licensed Software with other software (other than any other software comprised in the Benchmark UK Link Configuration).

Releases

The CDSP may issue from time to time new versions of any of the Licensed Software by way of UK Link Modification subject to and in accordance with the Change Management Procedures.

If so requested by the CDSP, a UK Link User shall install new releases of the Licensed Software on the UK Link User Equipment by the date and time specified by the CDSP.

Within a reasonable time after installation of a new release, a UK Link User shall destroy all copies or any part of the superseded version of the Licensed Software, as required by the CDSP.

Copyright

In the event that any of the Licensed Software or any part of UK Link becomes, or in the CDSP's reasonable opinion is likely to become, the subject of a claim for infringement of copyright or any other intellectual property rights owned by a third party, the CDSP may (without prejudice to any other action it may take in respect of such claimed infringement) in accordance with the Change Management Procedures replace or modify that Licensed Software or part of UK Link so as to make it non-infringing.

[bookmark: _Ref484854759]Indemnity and liability

[bookmark: _Ref454382617]Any UK Link Users which have entered into an agreement with the CDSP in respect of UK Link (such as DSC or a UK Link User Agreement) shall be subject to the indemnity and liability provisions in those agreements (as applicable) and this clause 4.6 shall not apply save for this clause 4.6.1 and clauses 4.6.2 and 4.6.6.

[bookmark: _Ref482104426]For the avoidance of doubt, to the extent any provision of the DSC or the UK Link User Agreement (as applicable) conflicts with this paragraph 4.6, the DSC or UK Link User Agreement (as applicable) shall prevail. 

[bookmark: _Ref482628630]Each UK Link User shall indemnify and hold harmless the CDSP from and against any and all loss, liability, damage, claim, action, proceeding, cost and expense resulting from any breach by such UK Link User of paragraph 4.2.

Where any claim has been made against the CDSP on the basis of facts, events or circumstances which are or may be the subject of the indemnity given under paragraph 4.6.3 by a UK Link User, the UK Link User:

if so requested by the CDSP, agrees to provide reasonable assistance, not being financial assistance (but without prejudice to the indemnity itself), to the CDSP in defending the claim;

agrees that where it may reasonably be concluded, having regard to the extent to which the CDSP has defended the claim, from a finding of a court of competent jurisdiction against the CDSP that the UK Link User was in breach of this Document, such breach will be taken to be established by such finding of such court; 

acknowledges that there will be circumstances in which it is commercially appropriate that the CDSP should settle or cease to defend such claim, and agrees (if requested) to discuss in good faith with the CDSP such settlement or ceasing to defend, or any other arrangements by which the financial and other burden of continued defence would be borne by the UK Link User.

The CDSP shall not be liable:

to any UK Link User for or for the consequences of any failure, error or defect in or in the operation or performance of UK Link or any part of UK Link (whether in the hardware, software or otherwise) or the performance, availability or non-availability of UK Link;

in respect of any damage or loss or corruption of any software or data or information contained in any IT system resulting from wilful breach of paragraphs 7.1.1 to 7.1.5 and 7.2(a), to the extent that the breach giving rise thereto occurred as a result of the breach by such UK Link User; and

for the accuracy of any communication which is not a Code Communication and is made as a UK Link Communication.

To the extent that each UK Link User has failed to keep the CDSP Available Equipment insured in accordance with paragraph 3.3.9 or the insurance proceeds to be applied for the purposes of paragraph 3.3.11 are insufficient, the UK Link User shall indemnify the CDSP for all loss suffered by it (whether direct or indirect) provided that the total liability of the UK Link User under this indemnity shall not exceed 150% (one hundred and fifty per cent) of the value of the CDSP Available Equipment notified to the UK Link User in accordance with paragraph 3.3.9 above.

Notwithstanding any other provision of this Document, neither the CDSP nor any UK Link User excludes or limits liability to the other for:

death or personal injury caused by its own negligence;

liability for fraud or fraudulent misrepresentation; or

any other liability the exclusion and / or limitation of which is expressly prohibited by statute or at law.

[bookmark: _Ref463286650]Except as expressly stated in this Document, neither the CDSP nor any UK Link User shall be liable to the other under the DSC for any:

loss of profits;

loss of business;

loss of revenue;

loss of goodwill;

loss of anticipated savings; and / or

indirect, special or consequential loss or damage.

Authorised representative

Where so specified in the UK Link Manual, a UK Link User may only have access to and use of certain parts ("individual access parts") of UK Link by an Authorised Representative.

An "Authorised Representative" is:

in respect of UK Link, a representative who has been provided with a user account and is authorised in accordance with UKLBD1 – UK Link Security Operating Framework; or

for all other purposes, a representative of a UK Link User who has been designated by the UK Link User in accordance with paragraph ‎4.7.3 and for whom a UK Link Identity under paragraph ‎5.1(b) has been issued.

[bookmark: _Ref454287116]Each UK Link User shall designate one or more representatives of that UK Link User as having authority to access and use, on behalf of that UK Link User, individual access parts of UK Link.

[bookmark: _Ref454287249]Subject to the provisions in UKLBD1 – UK Link Security Operating Framework regarding representatives (including Local Security Officers), a designation, and any withdrawal of the designation, of a representative under paragraph ‎4.7.3 shall be made by the nominating UK Link User by Conventional Notice to the CDSP specifying:

the name of the representative; and

the date (not, unless the CDSP shall agree otherwise, being less than five (5) Business Days after such notification is given) with effect from which such designation or withdrawal is to take effect.

A representative designated under paragraph ‎4.7.3 shall become an Authorised Representative with effect from the date when a UK Link Identity is issued for his use in accordance with paragraph ‎5.1(b).

Each UK Link User shall:

comply, and procure that its Authorised Representatives shall comply, with the provisions of the UK Link Manual, including this Document; and

 be responsible for all acts or omissions of its Authorised Representatives.

Subject to paragraph ‎4.7.8, a UK Link User shall not be entitled to have access to or use of individual access parts of UK Link other than by its Authorised Representatives.

[bookmark: _Ref454287321]Where, in accordance with any relevant requirements under UKLBD1 – UK Link Security Operating Framework, any access to or use of any individual access part of UK Link by a UK Link User is initiated by an IT system of the UK Link User on an automated basis pursuant to an arrangement made by an Authorised Representative, such access or use shall be treated as being by such Authorised Representative.

Issue of UK Link identification and passcodes

[bookmark: _Ref454287267]A "UK Link Identity" is the user identification(s) and passcode(s) (as described in the UK Link Manual) by means of which:

[bookmark: _Ref484853546]a UK Link User; or

[bookmark: _Ref484853447]as respects individual access parts of UK Link, a representative of a UK Link User,

may have access to UK Link.

The CDSP shall issue to each UK Link User in accordance with UKLBD1 – UK Link Security Operating Framework:

a UK Link Identity under paragraph 5.1(a); and

[bookmark: _Ref484853488]upon receipt of notice from a UK Link User under paragraph 4.7.4, a UK Link Identity under paragraph 5.1(b) for the use of the representative designated in such notice.

A UK Link User shall be responsible for the actions of persons to whom it may make known its UK Link Identity under paragraph 5.1(a), and of its Authorised Representatives, and for the security of its and of each of its Authorised Representatives' UK Link Identities, which shall not be assigned or transferred or made known to any third party, nor (in the case of a UK Link Identity under paragraph 5.1(b)) to any representative of the UK Link User other than the Authorised Representative for whose use it was issued.

The passcode(s) comprised in each UK Link Identity are subject to requirements for periodic change in accordance with UKLBD1 – UK Link Security Operating Framework.

For security reasons, in the circumstances described in and otherwise in accordance with the UKLBD1 – UK Link Security Operating Framework, a new UK Link Identity may be issued to a UK Link User or an Authorised Representative.

The CDSP shall be entitled to assume that any person using a UK Link User's UK Link Identity under paragraph 5.1(a), and any Authorised Representative of a UK Link User, is fully authorised to access and use UK Link (and in particular to initiate, authorise and transmit, and to receive or access for the purposes of receiving, UK Link Communications); and any UK Link Communication transmitted by such a person or (as the case may be) an Authorised Representative shall be treated as given by the UK Link User.

Each UK Link User shall comply with all provisions in UKLBD1 – UK Link Security Operating Framework in respect of UK Link identification and passcodes. 

Availability and downtime

To enable the CDSP to operate and maintain UK Link, UK Link, or (where so specified in the UK Link Manual) particular parts of UK Link, will not be operational at certain times and for certain periods ("planned UK Link downtime") specified in or determined in accordance with UKLBD2 – UK Link IS Service Definition.

During planned UK Link downtime, UK Link Users will not be able to have access to or use UK Link or the relevant part thereof, and accordingly will not be able to make UK Link Communications, except to the extent, if any, provided for in the Gemini Contingency Procedures or the UK Link Contingency Document.

During planned UK Link downtime, notwithstanding any other provision of the Uniform Network Code, Users and the Transporter will not be entitled to make any Code Communication which is required to be made as a UK Link Communication, except to the extent (if any) provided for in UKLBD2 – UK Link IS Service Definition or (where part only of UK Link is subject to such downtime) where such part is not required to enable such communication to be made, and their respective rights under the Uniform Network Code shall be construed accordingly.

Except as provided in paragraph 6.5(b), the unavailability of UK Link during planned UK Link downtime will not be a Code Contingency for the purposes of GT Section D5.9 of the Uniform Network Code; but any such unavailability which extends or the CDSP reasonably anticipates will extend beyond the period of planned UK Link downtime will (subject to and in accordance with the Contingency Procedures) be a Code Contingency.

[bookmark: _Ref463431547]For the purposes of GT Section D5 of the Uniform Network Code, a Code Contingency may (where so specified in the Contingency Procedures) include:

a degradation in performance of UK Link which falls short of a failure thereof (where the Contingency Procedures are likely, having regard to such degradation, to provide a superior method of communicating); and

[bookmark: _Ref463431550]planned UK Link downtime which occurs other than between 03:00 hours and 05:00 hours on any Day.

Each UK Link User shall comply with all provisions in UKLBD2 – UK Link IS Service Definition in respect of UK Link availability and downtime. 

UK Link security and anti-virus requirements

Operational Security

[bookmark: _Ref484852999]Each UK Link User and the CDSP undertakes to implement and maintain all security procedures and measures to prevent unauthorised access to or use of UK Link and to ensure the protection of UK Link Communications against the risk of resulting alteration, delay, disruption or loss.

[bookmark: _Ref484853019]If a UK Link User becomes aware that (notwithstanding paragraph 7.1.1) any unauthorised access to or use of UK Link has or may have occurred, it shall promptly by telephone so notify the CDSP and take such other steps as may be required under UKLBD1 – UK Link Security Operating Framework.

[bookmark: _Ref484853029]If the CDSP becomes aware that (notwithstanding paragraph 7.1.1) any unauthorised access to or use of UK Link has or may have occurred, it shall promptly by telephone so notify any UK Link User who may be affected thereby (a UK Link User being so affected where a UK Link Communication given by or to such UK Link User may have been affected thereby, or where there may have been unauthorised access to information relating to such UK Link User), and take such other steps as may be required under UKLBD1 – UK Link Security Operating Framework.

Upon any notification under paragraph 7.1.2 or 7.1.3, the CDSP and the relevant UK Link User(s) shall discuss what steps if any (in addition to those required under UKLBD1 – UK Link Security Operating Framework may be appropriate to reduce the risk of any further unauthorised access to or use of UK Link, and the extent to which any modification under the Change Management Procedures may be appropriate in the light thereof.

[bookmark: _Ref454386512]If through UK Link a UK Link User obtains or receives unauthorised access to information concerning another UK Link User, or receives a Code Communication sent to another UK Link User, the first UK Link User will promptly so inform the CDSP and will close the screen on which such information or communication appears or delete the same from its UK Link User Equipment and any other equipment without making any copy thereof (and destroying any copy accidentally made) and make no further use thereof.

[bookmark: _Ref463430486]Virus Protection

[bookmark: _Ref454371860]The CDSP and each UK Link User shall:

[bookmark: _Ref484853048]implement and maintain policies and procedures, in accordance with the requirements of UKLBD1 – UK Link Security Operating Framework, designed to prevent harmful code or programming instruction(s):

from being transmitted to the other or incorporated into UK Link or into any computer program material or medium delivered to the other by reason of anything done by such party pursuant to GT Section D of the Uniform Network Code or UKLBD1 – UK Link Security Operating Framework; or

if received by it from the other, from being incorporated into its own hardware or software; and

promptly notify the other (in accordance with the relevant procedures set out in UKLBD1 – UK Link Security Operating Framework) if it knows or has any reason to believe that (notwithstanding paragraph 7.2(a)) any such code or instruction has been so transmitted or incorporated or received.

Each UK Link User shall comply with all provisions in UKLBD1 – UK Link Security Operating Framework in respect of operational security and virus protection. 

[bookmark: _Ref454286905]UK Link protocols and standards

A UK Link User shall not access or use UK Link other than by means permitted by this document and in accordance with the protocols and standards and other requirements set out in the UK Link Manual, including UKLBD2 – UK Link IS Service Definition and UKLBD3 – UK Link Standards Guide.

Each UK Link User acknowledges that not adhering to the relevant protocols, standards or similar requirements referred to in the UK Link Manual, could result in relevant CDSP services, processes or functionality not operating effectively or at all (such as data files receiving error messages or being rejected, because they have not been submitted by or on behalf of UK Link Users in the required format).



CDSP rights to suspend access to UK Link 

[bookmark: _Ref484854428]Temporary inhibition of access 

[bookmark: _Ref453938186][bookmark: _Ref481770960]Without prejudice to the rights and remedies the CDSP may have under the DSC or UK Link User Agreement (as applicable), where at any time:

a UK Link User is not complying with any requirement of this Document or the UK Link Manual in respect of access to or use of UK Link; and

such non-compliance does not result from:

any action by the CDSP, other than an action which it is required to take or might reasonably be expected to take to comply with a requirement of this Document or the UK Link Manual; or

a failure by the CDSP to comply with a requirement of this Document or the UK Link Manual,

the CDSP may take any reasonable steps to suspend or (but only where appropriate) discontinue access to UK Link by the defaulting UK Link User.

The CDSP will notify a UK Link User by telephone (followed by facsimile, as provided for in UKLCD4 – UK Link Gemini User Guide) of any steps under paragraph 9.1.1 wherever practicable before and in any event as soon as practicable after taking such steps; and will restore the UK Link User's access to UK Link promptly upon the UK Link User demonstrating to the CDSP's reasonable satisfaction that the non-compliance referred to in paragraph 9.1.1 will not recur.

Short term suspension of access

Where at any time a failure in or degradation in the performance of any part of UK Link is likely to occur, or such a degradation has occurred, and in the CDSP's judgement it will be possible to prevent such failure or degradation, or remedy such degradation, by suspending access to and use of UK Link or a part thereof at a time and for a period which will not result in significant inconvenience to UK Link Users in the use of UK Link for making Code Communications:

the CDSP shall be entitled, subject to paragraph ‎(b), to suspend access to and use of UK Link (in accordance with such applicable UK Link Manual or CDSP procedures as to notification of UK Link Users); and

if at any time subsequently it becomes apparent to the CDSP that such suspension will continue for a period or at a time at which it will result in such inconvenience to UK Link Users, any applicable Contingency Procedures will be initiated.

CDSP provision of Service Desk and further assistance

[bookmark: _Ref484852332][bookmark: _Ref481761767]The CDSP will provide a Service Desk, with reasonable resources to meet reasonable requests made by UK Link Users, as described in the Description Document (the "Service Desk"), which will assist UK Link Users in identifying the nature and cause of any operational problems experienced in accessing or using UK Link.

[bookmark: _Ref484852388]Without prejudice the terms on which the CDSP may supply or maintain any CDSP Available Equipment or Licensed Software pursuant to paragraph 3.3.1 to 3.3.3, where (following any assistance from such Service Desk or the identification of any such operational problem or otherwise) the CDSP agrees to provide any further assistance to a UK Link User in the remedying of such an operational problem as is referred to in paragraph 10.1 (other than one resulting from any default of the CDSP), the CDSP reserves the right to make a charge therefor in accordance with the DSC or applicable UK Link User Agreement.

Except where the Uniform Network Code, DSC or the UK Link Manual expressly provides otherwise, no communication by or to the Service Desk shall take effect as a Code Communication.

Ceasing to be a UK Link User

Without prejudice to the provisions of the DSC or UK Link User Agreement (as applicable), upon ceasing to be a UK Link User for any reason, a former UK Link User shall:

return all CDSP Available Equipment which has been supplied (other than by way of sale) by the CDSP to the former UK Link User immediately and in accordance with the terms on which that Equipment was supplied as set out in the DSC, UK Link User Agreement and/or this Document (as applicable);

return the Licensed Software and all copies of the Licensed Software and documents relating to the Licensed Software or supply to the CDSP a certificate signed by an authorised officer of the former UK Link User confirming that the Licensed Software, related documentation and all copies thereof have been destroyed;

no longer access the UK Link Manual in any way; 

provide a certificate to the CDSP signed by an authorised officer of the former UK Link User confirming that any copies of the UK Link Manual (paper or otherwise) have been destroyed; and

ensure that its Authorised Representatives discontinue access to and use of UK Link.




Appendix A – External UK Link Users



Categories of persons:



(a) the Authority;

(b) Meter Readers;

(c) User Agents; 

(d) Delivery Facility Operators and Connected System Operators;

(e) Meter Asset Providers; and

(f) Meter Asset Managers.
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[bookmark: _Toc395513247][bookmark: _Toc159942501]
Version: 2 L3 For Approval



Effective Date: Cloud IX Implementation Date: Gemini Sustain Plus Implementation



1. Introduction 



[bookmark: _Toc159942502]This document (Document), setting out the hardware, software and telecommunications which a UK Link User requires in order to access UK Link via Physical IX Network and the configurations for such equipment and software on which UK Link has been designed and tested to operate, is the UK Link Access Document UKLAD2 – UK Link Required Equipment referred to in paragraph 2.1.1 (c)(ii) of the UK Link Manual Framework Document. For the avoidance of doubt, this document does not apply to Users accessing UK Link exclusively via Cloud IX Network.

[bookmark: _Toc159942503] This Document is an integral part of and is incorporated in the UK Link Manual. 

[bookmark: _Toc159942504] The version of this Document that is in force and the date from which it is in force, are as stated     above.

[bookmark: _Toc159942505] In this Document:

(a) Terms defined in the DSC Terms and Conditions and not otherwise defined in this Document shall have the meaning given in the DSC Terms and Conditions; 

(b) Terms defined in any other CDSP Service Document and not otherwise defined in this Document shall have the meaning given in the CDSP Service Document; 

(c) Terms defined in the UK Link Manual Framework Document and not otherwise defined in this Document shall have the meaning given in the UK Link Manual Framework Document; and 

(d) The further provisions of the DSC Terms and Conditions as to interpretation apply. 





[bookmark: _Toc159942506] This Document may be changed in accordance with the applicable procedures contained in the Change Management Procedures. 

[bookmark: _Toc159942507] The purpose of this Document is to set out the hardware and software components that are        necessary for each type of UK Link User requires to access UK Link. 

[bookmark: _Toc159942508] For the purposes of this Document, references to a UK Link User exclude the CDSP. 

[bookmark: _Toc159942509] In the case of the any conflict between the provisions of this Document and the UK Link Terms and Conditions the UK Link Terms and Conditions shall prevail. 

1.9 UNC GT D5.2.3 applies in respect of the Document, and accordingly the provisions of this Document are binding on the UK Link Users. 



 



[bookmark: _Toc159942510]2.  INFRASTRUCTURE REQUIREMENTS



[bookmark: _Toc159942511]2.1 Proposed Utilisation by UK Link User 

Where a UK Link User requires requires access to the Gemini UK Link Online Service or the file transfer facilities through the UK Link Network an assessment will be undertaken to determine the required size of the Gateway and the bandwidth of the telecommunication lines.  UK Link Users are classified by expected usage based on the User Organisation Type and portfolio. 



[bookmark: _Toc142906365][bookmark: _Toc142906428][bookmark: _Toc159942512]2.2 Equipment and Software Required by Users

In order to access the UK Link Network and UK Link Gemini Online Services, a UK Link User will need to have either certain equipment and software installed; a kit sharing arrangement; or use of User Agent.  



For access to UK Link Gemini Online Services a User shall require:



a PC

a Network Access Point (NAP) with a registered IP address

a telecommunication line



For access to the batch transfer service via the UK Link Network a UK Link User requires:



a PC file server (to fulfil the functions of the Gateway) with a registered IP address and Windows operating system

a NAP with a registered IP address

a telecommunication line

the CDSP specified file transfer software package



The same NAP, with a registered IP address and telecommunication line can be used for any of the above services.



For access to the UK Link services provided via the internet a UK Link User shall require:



a device capable of accessing internet services

a Network Access Point (NAP) with a registered IP address

compatible web browser for the relevant UK Link Service as defined in UK Link Business Document UKLBD2 – UK Link IS Service Definition



For access to the Active Notification System a UK Link User requires the necessary Active Notification Device recommended by the Transporters.  This service is not provided by the CDSP so is outside the scope of this document.  This service is operated by National Gas NTS.



The equipment and software provided by the CDSP is described in Sections 2.3 and 2.4 below.



[bookmark: _Toc142906366][bookmark: _Toc142906429][bookmark: _Toc159942513]2.3 Equipment required by UK Link Users

The equipment described in Section 2.2 above, can be broken down into the following categories:



[bookmark: _Toc159942514]2.3.1 CDSP Available Equipment 

The following hardware is provided by CDSP and is the “CDSP Available Equipment” for the purposes of the UK Link Manual Terms and Conditions:



Telecommunication lines

NAP equipment

gateway

Equipment rack to house the hardware



There are different options in relation to the CDSP Available Equipment as the specification of the Gateway and telecommunication lines provided to a UK Link User will vary depending on the expected and actual usage volumes of the UK Link User.  Specification may also be dictated by other factors, such as site location and other local factors.  



In determining the size of the Gateway and the bandwidth of the telecommunication lines, UK Link Users are classed by expected usage based on the User Type and portfolio.  The CDSP will recommend a Gateway configuration and bandwidth which it will agree with the UK Link User prior to installation. The standard options in relation to the CDSP Available Equipment are set out in Appendix A of this Document.



CDSP Available Equipment may be upgraded from time to time in accordance with the DSC Change Management Procedures or relevant TPS Agreement. 









[bookmark: _Toc159942515]2.3.2 UK Link User Equipment

A UK Link User is not permitted to access the UK Link Network directly using the supplied Gateway since local logons are disabled.  This is to avoid the UK Link User affecting performance by installing software on the Gateway other than that installed by the CDSP.  Each UK Link User therefore requires at least one PC which it can use to transfer files to and from the Gateway and/or to access UK Link Gemini Online services.



Multiple access points can be provided using a UK Link User's own internal PC networks. The CDSP does not supply the PCs which UK Link Users must use to access UK Link.



[bookmark: _Toc159942516]2.3.2.1 Active Notification Devices

The Active Notification System is supported by National Gas NTS.  The Active Notification Devices are not provided by the CDSP or National Gas NTS, but the Active Notification Devices must be consistent with the any specification defined in the UK Link Manual Supplementary Document – Active Notification System Supplementary Document and capable of receiving Active Notification communications.



[bookmark: _Toc159942517]2.3.2.2 XP1

XP1 is currently provided as a contingency solution to all UK Link Users in mainland UK requiring access to UK Link Gemini.  It consists of a security access token, and Users access information. Its continued use is subject to review as part of the DSC Change Management Procedures.



[bookmark: _Toc142906367][bookmark: _Toc142906430][bookmark: _Toc159942518]2.4 Software required by UK Link Users

The software which a UK Link User needs to have installed on equipment at its own premises is broken down into the following categories: 



[bookmark: _Toc159942519]2.4.1 Licensed Software

The terms of licence for Licensed Software are contained in the UK Link Terms and Conditions.



The following Licensed Software is: 



[None]



The Licensed Software will be upgraded and/or modified from time to time as the Benchmark UK Link Configuration is updated.



[bookmark: _Toc159942520]2.4.2 CDSP Available Software

The following software is provided by the CDSP and is the “CDSP Available Software” for the purposes of the UK Link Terms and Conditions:



Microsoft Windows operating system 

Virus checking software 



The first two items on this list are loaded onto the UK Link User's Gateway.   



The CDSP Available Software will be upgraded from time to time in accordance with the UK Link Modification Procedures.



[bookmark: _Toc159942521]2.4.3 UK Link User Software

The following Licensed Software must be downloaded by the UK Link User:



CITRIX CLIENT







[bookmark: _Toc142906368][bookmark: _Toc142906431][bookmark: _Toc159942522]2.5 Benchmark UK Link Configuration



[None]



[bookmark: _Toc159942523]2.6 Updates of CDSP Available Software

In accordance with the UK Link Terms and Conditions, the CDSP will notify each UK Link User of any update required to the version of the Software.  



Notification of the change will be provided in accordance with the DSC Change Management Procedure, or for UK Link Users that are not DSC Customers in accordance with the procedure agreed with such UK Link User. This notification shall provide the means that the Software update shall be made.



Updates to Software installed may be made by the following means: 

· deployed centrally by the CDSP e.g. to a User Gateway or NAP

· an engineer visit instructed by the CDSP and arranged with the User

· provision by the CDSP of an updated version (e.g. via a physical copy on disk) or where an updated version is available (e.g. a website link)



Any updates to Software installed on UK Link User Equipment will be made by notifying the UK Link User to update the software at a specified date and time, and where appropriate, the method that the UK Link User shall obtain the updated software.



It is the responsibility of each UK Link User, on the date and at the time notified to the UK Link User by the CDSP, to:



Carry out any necessary reconfiguration of its internal computer system: and

Install any update to Software on its internal equipment.



[bookmark: _Toc142906370][bookmark: _Toc142906433][bookmark: _Toc159942524]2.7 Operational Environment

The equipment supplied by the CDSP does not have any special operating environment requirements other than those recommended by the equipment manufacturers and contained within relevant EU and UK Health & Safety legislation.  Each installation will be site specific with the following requirements:



for maintenance purposes, a clear working area of one metre is required at the front and rear of the rack.  This can be achieved by moving the rack into free working space;

for maintenance purposes, the Gateway requires a clear working area of one metre on all sides.  Again, this can be achieved by moving the Gateway into clear working space;

for operational purposes the Gateway requires a clear air flow front and back;

the operating environment for all equipment should not be excessively dusty or smoky;

the operating temperature must be in the range 10-40°C; and the operating humidity must be in the range 10-90% relative humidity.



The CDSP will not install any CDSP Available Equipment if these requirements cannot be met.



[bookmark: _Toc159942525]2.8 Relocation of CDSP Available Equipment

All relocations of the CDSP Available Equipment will be carried out by the CDSP approved personnel and is chargeable.



Relocation of CDSP Available Equipment may impact on the load and traffic on part of the UK Link Network and may also require installation of new telecommunications lines.



If a UK Link User wishes to relocate UK Link User Equipment (with the exception of the Active Notification Device), it must notify the CDSP Service Desk. The relevant notice period is 45 Business Days.



The CDSP will determine procedures for each relocation on a case-by-case basis and use its reasonable endeavours to ensure that relocations are completed within the relevant notice period. The CDSP will arrange for the telecommunications provider to relocate the telecommunications circuits. The CDSP will agree a date for the relocation with the UK Link User and will give an estimate of the costs to be incurred.



In the case of an emergency which, in the reasonable opinion of the UK Link User is causing or is likely to cause damage to the CDSP Available Equipment, a UK Link User may temporarily relocate such equipment provided that the UK Link User shall notify the CDSP of any such relocation within one Business Day and shall allow the CDSP to undertake any checks which, in its reasonable opinion, are deemed necessary to ensure that the equipment is functioning normally and continues to fulfil the requirements. 



[bookmark: _Toc159942527]Appendix A:	UK Link User Equipment Options



The following provides the equipment options for Physical IX. In addition, UK Link Users can utilise Cloud IX as an alternative means of communication. 





Option 1 - Low cost option for standard customer sites with no access restrictions.

· The hardware that will be installed is 1 x Cisco 2901 router and 1 x HP DL120 or 1x HP ML110 rack mount server (with rails provided). 2 x DSL circuits. Devices are 1U and require 1 x 13amp power supply for each device.

· Subject to availability of access, circuits and distance from serving exchange. May need to be upgraded to Option 2 or 3 if access/circuits unavailable.

· Engineer’s names cannot be obtained prior to site visit.



Option 2 -Where Both circuits cannot be provided over DSL

· The hardware that will be installed is 1 x Cisco 2901 Router and 1x HP DL120 or 1x HP ML110 Server either 1U rack mount or small tower. Primary link presented via 2Mb EFM (Ethernet First Mile) or PPC (Partial Private Circuit). Backup link presented via Business Grade ADSL (BGADSL) 16.

· When EFM/PPC circuit are used there may be additional hardware installed. Total power requirements are 2 x 13amp sockets, but could be up to 4 x 13amp sockets required.

· Engineer’s names cannot be obtained prior to site visit.



Option 3 - Provided where DSL option is unavailable. Suitable for data centres with strict access requirements,

· The hardware that will be installed is 1 x Single Cisco 2901 Router and 1x HP DL120 or 1x HP ML110 either 1U rack mount or small tower

· Primary link presented via 2Mb EFM (Ethernet First Mile) or PPC (Partial Private Circuit) Backup link presented via 2Mb EFM (Ethernet First Mile) or PPC (Partial Private Circuit)

· When EFM/PPC circuit are used there may be additional hardware installed. Total power requirements are 2 x 13amp sockets, but could be up to 4 x 13amp sockets required. Engineer’s names can be obtained prior to site visit.



Option 4 – IX connection

· Single Cisco 2900 Router

· Primary link presented via 10/100M Ethernet connection 

· Backup link presented via  ADSL Server running the File Transfer Software





Please note: the hardware is owned and supported by a third party. Following service installation any faults/issues can be raised via CDSP Service Desk. The IP addresses/ports for CDSP systems are fixed and will be provided at a later date. The Cisco router will have one Ethernet interface for connection onto your network device. The IP address for this interface and your source addresses will need to be agreed prior to equipment installation.
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[bookmark: _Toc482966480][bookmark: _Toc482971086]Introduction

[bookmark: _Toc482966481][bookmark: _Toc482971087]This document (Document) setting out the security procedures and measures, is the UK Link Business Document UKLBD1 UK Link Security Operating Framework referred to at paragraph 2.1.1 (d)(i) of the UK Link Manual Framework Document.

[bookmark: _Toc482966482][bookmark: _Toc482971088]This Document is an integral part of and is incorporated in the UK Link Manual. 

The version of this Document that is in force and the date from which it is in force, are as stated above.

In this Document:

UK Link User” has the meaning set out in GTD 5.1.2;

Some definitions used within UK Link Gemini are specific to that system but there are equivalent terms which are used in the UK Link Manual including this Operating Framework. The following shows how these terms relate to each other. 

[bookmark: _Toc482966489][bookmark: _Toc482971095]“Business Associate” – is a term specific to UK Link Gemini but for the purposes of this Document has the same meaning as UK Link User;

[bookmark: _Toc482966490][bookmark: _Toc482971096]“Users” is a term specific to UK Link Gemini but for the purposes of this Document has the same meaning as Authorised Representative;

[bookmark: _Toc482966491][bookmark: _Toc482971097]“Party Code/Business Associate Code” is a term specific to UK Link Gemini but for the purposes of this Document has the same meaning as UK Link Identity; and

[bookmark: _Toc482966492][bookmark: _Toc482971098]“User Identity” is a term specific to UK Link Gemini but for the purposes of this Document has the same meaning as UK Link Identity.

terms defined in the DSC Terms and Conditions and not otherwise defined in this Document shall have the meaning given in the DSC Terms and Conditions;

terms defined in any other CDSP Service Document and not otherwise defined in this Document shall have the meaning given in the CDSP Service Document;

terms defined in UK Link Manual Framework Document and not otherwise defined in this Document shall have the meaning given in the UK Link Manual Framework Document; and

the further provisions of the DSC Terms and Conditions as to interpretation apply. 

[bookmark: _Toc482966486][bookmark: _Toc482971092][bookmark: _Toc482966484][bookmark: _Toc482971090]This Document may be changed in accordance with the applicable procedures contained in the Change Management Procedures.

[bookmark: _Toc482966495][bookmark: _Toc482971101]The purpose of this Document is to act as a combined security policy and a security manual.  In particular to provide a description of and guidance around:-

the operational security procedures and measures as referred to in Clause 7 UK Link Terms and Conditions required to:-

prevent unauthorised access to or use of UK Link; and

to ensure the protection of UK Link Communications against the risk of resulting alteration, delay, disruption or loss.

as referred to at GT Section D5 Paragraph 5.5.3 the basis on which a UK Link User may nominate representatives as authorised to access and use UK Link on behalf of and using the identification of that UK Link User. 

For the purposes of this Document, references to a UK Link User or UK Link Users exclude the CDSP. 

In the case of any conflict between the provisions of this Document and the UK Link Terms and Conditions, the UK Link Terms and Conditions shall prevail. 

UNC GT D5.2.3 applies in respect of the Document, and accordingly the provisions of this Document are binding on UK Link Users. 



[bookmark: _Toc482971102]Roles and Responsibilities

[bookmark: _Toc482966497][bookmark: _Toc482971103]This section defines the other principal roles required for the management of UK Link security.  The roles are either:-

[bookmark: _Toc482966498][bookmark: _Toc482971104]Local,  that is, they must exist in the organisation of each UK Link User and are concerned with the use of the information and data held within UK Link and/or and the security of each UK Link User’s own systems and networks used to access UK Link, or

[bookmark: _Toc482966499][bookmark: _Toc482971105]Central, that is they are functions concerned with policy, strategic matters and administration of UK Link.

[bookmark: _Toc482966500][bookmark: _Toc482971106]The following roles are defined below:

[bookmark: _Toc482966501][bookmark: _Toc482971107]Local Security Officer (LSO);

[bookmark: _Toc482966502][bookmark: _Toc482971108]Authorised Representative (AR)

[bookmark: _Toc482966503][bookmark: _Toc482971109]The CDSP Service Desk;

[bookmark: _Toc482966504][bookmark: _Toc482971110]Central UK Link Security Administrator;

[bookmark: _Toc482966505][bookmark: _Toc482971111]Central UK Link Security Manager.

[bookmark: _Toc482966506][bookmark: _Toc482971112]Roles should where possible be allocated to separate ARs  to reduce conflicts of interest and inadequate segregation of duties in the execution of responsibilities. In some cases it may be expedient to divide a role so that business and information technology responsibilities may be addressed by those with appropriate skills and experience.

[bookmark: _Toc482966507][bookmark: _Toc482971113]Local Security Officer (LSO) 

[bookmark: _Toc482966508][bookmark: _Toc482971114]The Local Security Officer is responsible for

[bookmark: _Toc482966509][bookmark: _Toc482971115]providing a single point of contact on UK Link security matters 

[bookmark: _Toc482966510][bookmark: _Toc482971116]management of user access to UK Link for the UK Link User for which they are registered as an LSO

[bookmark: _Toc482966511][bookmark: _Toc482971117]authorisation of all requests to add, amend or remove access to UK Link for Authorised Representatives within the organisation for which they are registered as LSO

[bookmark: _Toc482966512][bookmark: _Toc482971118]making all calls regarding account queries such as password resets and/or creation and security matters to the CDSP Service Desk on behalf of the UK Link User for whom it is registered LSO, except where the password reset relates to UK Link Gemini Online Services in which case the AR may also request a password reset.

[bookmark: _Toc482966513][bookmark: _Toc482971119]day-to-day liaison with the UK Link Security Administrator and the UK Link Security Manager on UK Link security matters;  

[bookmark: _Toc482966514][bookmark: _Toc482971120]making relevant persons within their UK Link User aware of this Operating Framework;

[bookmark: _Toc482966515][bookmark: _Toc482971121]monitoring of compliance of the UK Link User for which they act as LSO with this Operating Framework;

[bookmark: _Toc482966516][bookmark: _Toc482971122]periodic review of the access rights of Authorised Representatives to UK Link;

[bookmark: _Toc482966517][bookmark: _Toc482971123]reporting security incidents;

[bookmark: _Toc482966518][bookmark: _Toc482971124]assisting in the investigation of security incidents;

[bookmark: _Toc482966519][bookmark: _Toc482971125]Each UK Link User with the exception of CDSP and those set out below is required to have a minimum of two (2) LSO’s to ensure cover at all times. 

[bookmark: _Toc482966520][bookmark: _Toc482971126]The following categories of UK Link User in respect of the following components of UK Link are not required to have LSOs.  In these cases the LSO function is performed for those UK Link Users by the CDSP. 

[bookmark: _Toc482966521][bookmark: _Toc482971127]Meter Reading Agents and Utility Infrastructure Providers when using the CMS component of UK Link; and

[bookmark: _Toc482966522][bookmark: _Toc482971128]DSC Third Party’s when using UK Link Portal.

Authorised Representatives (GT D 5.5.3)

[bookmark: _Toc482966523][bookmark: _Toc482971129]Each UK Link User designates and authorises Authorised Representatives within their organisations to use UK Link.

[bookmark: _Toc482966524][bookmark: _Toc482971130]The process of designating Authorised Representatives as Authorised Representatives is the responsibility of the UK Link User and is managed and administrated by LSOs.

[bookmark: _Toc482966525][bookmark: _Toc482971131]The criteria which Authorised Representatives must meet to be designated as Authorised Representatives is determined by each UK Link User.  UK Link Users acknowledge that they are responsible for assessing whether relevant Authorised Representatives have attained the competence in the use of the UK Link functions to which they are to be granted access and that the CDSP does not make any such assessment.  

[bookmark: _Toc482966526][bookmark: _Toc482971132]For the UK Link Portal the LSO is responsible for assigning access to UK Link to those Authorised Representatives who are appropriately authorised to use the relevant services within UK Link Portal. 

[bookmark: _Toc482966527][bookmark: _Toc482971133]The methods, processes and security measures by which Authorised Representatives can access UK Link are prescribed on a service by service basis.  Details of each can be found in the relevant sections of this Operating Framework. 

[bookmark: _Toc482966528][bookmark: _Toc482971134]All Authorised Representatives have a general responsibility to help maintain the security of UK Link and the information or data held in UK Link including Uniform Network Code information.  Their responsibilities include taking steps with a view to ensuring that they:

[bookmark: _Toc482966529][bookmark: _Toc482971135]are aware of this Document and their organisation's own security policies;

[bookmark: _Toc482966530][bookmark: _Toc482971136]are aware that they are responsible for all use made of any UK Link User Identity allocated to them;

safeguard their password by:

choosing a secure and appropriate password, as defined in this Operating Framework;

keeping it secret from everyone else, including their manager; and

memorising it carefully rather than writing it down or programming it in any way.

[bookmark: _Toc482966531][bookmark: _Toc482971137]are vigilant for misuse of UK Link or information or data held in UK Link and report any suspect activity to their Local Security Officer or their line manager or the CDSP; and

[bookmark: _Toc482966532][bookmark: _Toc482971138]do not engage in any other activity which is contrary to this Operating Framework. 

CDSP Service Desk

[bookmark: _Toc482966533][bookmark: _Toc482971139]The CDSP Service Desk is the first point of contact on all security matters for LSOs.  Its security responsibilities include:

[bookmark: _Toc482966534][bookmark: _Toc482971140]where the LSO is unable to service a request, the CDSP Service Desk will receive requests from LSOs for changes in system access rights for the Applications for which they are authorised. These requests will be routed to the Central UK Link Security Administrator;

[bookmark: _Toc482966535][bookmark: _Toc482971141]providing a first point of contact for reporting suspected security breaches for UK Link Users excluding the CDSP.

[bookmark: _Toc482966536][bookmark: _Toc482971142]Central UK Link Security Administrator

[bookmark: _Toc482966537][bookmark: _Toc482971143]The UK Link Security Administrator will action requests by LSOs to provide access for Authorised Representative to UK Link, only where the LSO is unable to service a request themselves. 

[bookmark: _Toc482966538][bookmark: _Toc482971144]The UK Link Security Administrator may be supported by one or more deputies to ensure cover is provided at all times. The UK Link Security Administrator has overall responsibility for all actions of his or her deputies. References to the UK Link Security Administrator in this Document should be read as including Deputy UK Link Security Administrators unless otherwise stated.

[bookmark: _Toc482966539][bookmark: _Toc482971145]Central UK Link Security Manager

[bookmark: _Toc482966540][bookmark: _Toc482971146]This role is provided by the CDSP.  The UK Link Security Manager provides a central focus and overall responsibility for this Document and is responsible for:

[bookmark: _Toc482966541][bookmark: _Toc482971147]providing a single point of contact for UK Link Users on this Operating Framework;

[bookmark: _Toc482966542][bookmark: _Toc482971148]maintaining this Document and associated security procedures; 

[bookmark: _Toc482966543][bookmark: _Toc482971149]supporting the management of UK Link on security matters; 

[bookmark: _Toc482966544][bookmark: _Toc482971150]managing information security risks in UK Link; 

[bookmark: _Toc482966545][bookmark: _Toc482971151]development of UK Link security standards and procedures;

[bookmark: _Toc482966546][bookmark: _Toc482971152]providing overall co-ordination in the investigation of security incidents.

[bookmark: _Toc482966547][bookmark: _Toc482971153]providing support on security matters for Local Security Officers;

[bookmark: _Toc482966548][bookmark: _Toc482971154]responding to security incident reports and initiating the incident resolution procedure, including reviewing system audit logs to investigate unauthorised activity.

[bookmark: _Toc482966549][bookmark: _Toc482971155]General Responsibilities 

[bookmark: _Toc482971156]UK Link Access Requirements

[bookmark: _Toc482966551][bookmark: _Toc482971157]Access to UK Link will be granted to UK Link Users provided that the UK Link User:-

[bookmark: _Toc482966552][bookmark: _Toc482971158](where such UK Link User is a signatory to the Code) has successfully completed the User Admissions Process and been given live status; and

[bookmark: _Toc482966553][bookmark: _Toc482971159]has nominated and registered a Local Security Officer.

[bookmark: _Toc482971160]Access Control

[bookmark: _Toc482966555][bookmark: _Toc482971161]The following principles for communication between the CDSP and UK Link Users are designed to ensure that unauthorised persons do not gain access to UK Link and the information and data held in UK Link:

[bookmark: _Toc482966556][bookmark: _Toc482971162]all Local Security Officers must be registered with the CDSP;

[bookmark: _Toc482966557][bookmark: _Toc482971163]the UK Link Security Administrator liaises only with Local Security Officers regarding account queries such as password resets and/or creations;

[bookmark: _Toc482966558][bookmark: _Toc482971164]the CDSP Service Desk provides the initial point of contact;

[bookmark: _Toc482966559][bookmark: _Toc482971165]in all communications with the CDSP, Local Security Officers must authenticate themselves.

Each of the above requirements is explained more fully in the sections below.

[bookmark: _Toc482966560][bookmark: _Toc482971166]Registration of LSOs

[bookmark: _Toc482966561][bookmark: _Toc482971167]All LSOs must register with the CDSP in order to make access requests on behalf of a UK Link User.

[bookmark: _Toc482966562][bookmark: _Toc482971168]The purpose of this registration is to lodge identification details for use by the UK Link Security Administrator which are used to authenticate future communications.  This reduces the risk that the UK Link Security Administrator may set access to a UK Link User’s information at the request of an unauthorised person.

[bookmark: _Toc482966563][bookmark: _Toc482971169]The registration details required from the LSO are:

organisation name;

UK Link User Identity (i.e. organisation short code)

full name;

one or more contact telephone numbers 

registered email address;

which Application(s) the LSO is responsible for.

[bookmark: _Toc482966564][bookmark: _Toc482971170]These details will be maintained by the CDSP in the LSO Register.  Full details of the registration process are contained in the Local Security Officer (LSO) Registration Form available from the CDSP.

[bookmark: _Toc482966565][bookmark: _Toc482971171]LSO as Single Point of Contact

[bookmark: _Toc482966566][bookmark: _Toc482971172]The UK Link Security Administrator liaises only with registered LSOs on Security Service Requests.

[bookmark: _Toc482966567][bookmark: _Toc482971173]Where an LSO requires User Identity creation, deletion or amendment for Gemini UK Link, this must be performed using the template available from the CDSP.

[bookmark: _Toc482966568][bookmark: _Toc482971174]All other UK Link System applications utilise self-service functionality for LSOs and therefore do not require routing to the CDSP Service Desk.  Any other calls to the CDSP Service Desk, which relate to security access, will be refused and users will be required to refer the matter through their LSO. 

[bookmark: _Toc482966569][bookmark: _Toc482971175]Service Desk as the CDSP Point of Contact

[bookmark: _Toc482966570][bookmark: _Toc482971176]The UK Link Security Administrator only deals with security matters when contact is initially made through the CDSP Service Desk.

[bookmark: _Toc482966571][bookmark: _Toc482971177]Any security incident matter may be reported by any user directly to the CDSP, who will follow the incident management procedure.  This ensures that the communication is properly registered and, where necessary, followed up in order to meet the CDSP performance targets.

[bookmark: _Toc482966572][bookmark: _Toc482971178]The CDSP Service Desk refers communications on security directly to the UK Link Security Administrator, who authenticates the LSO as the originator.  The UK Link Security Administrator shall then liaise directly with the LSO when servicing the request.

[bookmark: _Toc482966573][bookmark: _Toc482971179]The UK Link Security Administrator shall only provide responses pertaining to security access related requests via email to the LSO’s registered email address.

[bookmark: _Toc482966574][bookmark: _Toc482971180]Confirmation and Audit of Security Requests

[bookmark: _Toc482966575][bookmark: _Toc482971181]In all communications with the UK Link Security Administrator, Local Security Officers must authenticate themselves on security matters with the UK Link Security Administrators

[bookmark: _Toc482966576][bookmark: _Toc482971182]The following rules are applied to communications between the CDSP and LSOs:

If not self-service, details of the Security Service Request from the LSO shall be recorded.  The LSO may raise these via telephone or email.  The CDSP Service Desk logs all contacts with LSOs by creating a service request ticket.

Email communications must only be sent from the registered email address of the LSO.

The Security Service Request response will ONLY be provided to the registered email address of the LSO, regardless of the method of receipt of the Security Service Request.

[bookmark: _Toc482971183]Operational Security Measures (UK Link Terms and Conditions Clause 7.1) 

[bookmark: _Toc482966578][bookmark: _Toc482971184]Access to UK Link 

[bookmark: _Toc482966579][bookmark: _Toc482971185]Authorised Representatives cannot gain access to UK Link without supplying a valid UK Link Identity and password.  The rules governing the use of UK Link Identities and passwords are set out below. 

[bookmark: _Toc482966580][bookmark: _Toc482971186]UK Link contains separate user logins for each of the four UK Link services:

[bookmark: _Toc482966581][bookmark: _Toc482971187]UK Link Gemini On-line Services (including LSO Administration Facilities);

[bookmark: _Toc482966582][bookmark: _Toc482971188]UK Link Network User Gateway (Physical IX and Cloud IX; including Cloud IX Portal);

[bookmark: _Toc482966583][bookmark: _Toc482971189]UK Link Portal (access to UK Link Online Services); and

[bookmark: _Toc482966584][bookmark: _Toc482971190]Contact Management Service (CMS).






[bookmark: _Toc482966585][bookmark: _Toc482971191][bookmark: _Ref487720440]Summary of UK Link Logins (UK Link Terms and Conditions 5.2, 5.4, 5.5 and 7.1.1)

		

		UK Link Gemini On-line Services

		User Gateway

		UK Link Portal

		Contact Management Service

		Cloud IX Portal



		Authentication type

		UK Link Gemini Functions

User Identity and password

User Identity (which is their corporate email address) and password will use federated access

Gemini will utilise Multi-Factor Authentication to grant access to the application 

		User Gateway 

User Identity and password (Physical IX)

User Identity and password or private key (Cloud IX)

		UK Link Online Services

User Identity (which is their corporate email address) and password

		CMS Access

User Identity and password

		Cloud IX Portal Access

User Identity (which is their corporate email address) and password



		UK Link Identity



		Assigned to

		AR



		UK Link User or 

UK Link Identity 

		AR 



		AR



		AR





		Sharing by ARs permitted?

		No

		Yes

		No

		No 

		No



		Concurrent sessions possible?

		No A single session of each of UK Link Gemini and UK Link Gemini Exit may be run concurrently.	

		Yes

		Yes

		Yes

		Yes



		How added

		UK Link Gemini Functions

By UK Link Security Administrator in response to LSO request.



		By UK Link Network Support when setting up UK Link Gateway for new UK Link User

		LSO creation

The allocated LSO for an Organisation will create the user, allocate the application services and request service roles 

		LSO creation 

Xoserve create the  LSOs and allocated LSOs can create CMS users 

		By the CDSP in response to request from Cloud IX users.



		How removed

		UK Link Gemini Functions

By UK Link Security Administrator in response to LSO request

The allocated LSO for an Organisation can permanently remove access from Gemini by deletion of their identify in their own organisation.

		By UK Link Network Support on removal of equipment or when LSO notifies as redundant

		LSO deletion

The allocated LSO for an Organisation can permanently delete a UK Link Identity.  The LSO can also, disable accounts or remove services without deleting the entire account. Once deleted the UK Link Identity and email address cannot be reused.  

		LSO deletion

The allocated LSOs for an Organisation can permanently delete a user. Once deleted the UK Link Identity and email address cannot be reused. The LSOs can also enable, disable and unlock a UK Link User. 

		By the CDSP on removal when Cloud IX user notifies as redundant



		Password



		How changed	



		Automatic

AR is prompted on expiry and enters new password

Federated accounts allow user to control their own password

Manual

AR raises a support call requesting a reset to be undertaken by the UK Link Security Administrator. Alternatively the LSO can raise a support call on behalf of the AR requesting a reset to be undertaken by the UK Link Security Administrator.

		By UK Link Network Support in response to request from UK Link or External UK Link User via the UK Link Security Administrator	

		Self service

Upon first access, the UK Link Identity and temporary password are given which prompts a new password request and this will be achieved by receiving code to their email address. 

Following this, users can change their passwords themselves at any point – including after password expiry





		Automatic

A password change reminder is sent to users 1 day prior to expiration. 

Manual

Authorised Representative can login to Access Controls and change their password.

If a user forgets their password, they the LSO can reset it. 



Note: The password cannot be one of the 12 previously used 

		Self service

Upon first access, the Cloud IX user will be prompted to complete their multi-factor authentication by email. 












[bookmark: _Toc482966586][bookmark: _Toc482971192]Access to UK Link Gemini 

Detailed policy for access to UK Link Gemini is provided below under the following headings:

[bookmark: _Toc482966587][bookmark: _Toc482971193]User Identities (corporate email address)

[bookmark: _Toc482966590][bookmark: _Toc482971196]Passwords

Logins

Access to Gemini Business Activities

[bookmark: _Toc482966591][bookmark: _Toc482971197]Access to Gemini Data

0. [bookmark: _Toc482966592][bookmark: _Toc482971198]AR User Identities 

UK Link Users are responsible for all actions performed with their User Identity(ies).  To increase auditability:

0. User Identities must not be shared by groups of ARs;

0. User Identities must never be re-allocated to another AR.

[bookmark: _Toc482966593][bookmark: _Toc482971199]The User Identity is used to:

0. control access by an AR to UK Link Gemini;

0. control access to business activities and data within Applications;

0. log the user's actions on the system where required. 

Ability to request creation / deletion / amendment of User Identities may only be undertaken by the LSO registered with the UK Link Security Administrator for the relevant Application) using the template available from the CDSP. Ability to request a reset of AR passwords may only be undertaken by AR themselves or the LSO registered with the UK Link Security Administrator for the relevant Application) through contacting the CDSP service Desk except where the User Identity is through federated access.

[bookmark: _Toc482966594][bookmark: _Toc482971200]Allocation of AR Access 

0. An LSO may request a new User Identity and specify its access rights using Security Access Request Form available from the CDSP.  The same request is used to modify the access rights of an existing user identity.  The process includes actions to:

5. validate the authenticity of the request;

5. ensure that the request is approved by an appropriate LSO;

5. set up the requested user profile comprising the roles requested by the LSO, provided it is appropriate to do so; and

5. issue an email invitation to the User Identity (corporate email address)and password to the LSOof the Authorised Representative.

[bookmark: _Toc482966595][bookmark: _Toc482971201]Validation of AR Access

0. Every twelve months, the UK Link Security Administrator issues to LSOs reports listing:

6. the User Identities given to AR’s as currently defined on the system for the User;

6. the role(s) available to each User Identity used by an AR. 

0. LSOs are responsible for checking these reports and should notify the UK Link Security Administrator of any errors or redundant AR User Identities via the template available from the CDSP.

0. LSOs may request such reports more frequently.  Such reports may be chargeable.

[bookmark: _Toc482966596][bookmark: _Toc482971202]Removal of AR Access

0. LSOs must contact the UK Link Security Administrator in order to delete User Identities.

0. LSOs are responsible for requesting the deletion of ARs who no longer require access to UK Link Gemini, for example following resignation, dismissal or transfer to non-UK Link duties.  LSOs should use the template available from the CDSP to request deletion of User Identities as soon as they are no longer required.

0. UK Link Gemini automatically disables User Identities for which three consecutive unsuccessful login attempts are made.  If a User Identity is not used for 90 days, UK Link Gemini disables the account and the User will be unable to access the account. They will need to request that the account be enabled by the UK Link Security Administrator.

[bookmark: _Toc482966597][bookmark: _Toc482971203]Passwords (UK Link Terms and Conditions 5.4, 5.5)

0. UK Link Gemini password administration can only be accessed after an Authorised Representative has entered a password known only to him or her.  For new user accounts, the authorised user will gain access through their corporate email and federated access.  Passwords are controlled by the individual organisations. or following a password reset by the UK Link Security Administrator, the User shall be required to change the password when he or she logs in for the first time.  

0. UK Link Gemini validates the User Identitypasswords to ensure that they are authorised to access the application meet the password policy requirements.  These will be prompted by the system.

0. LSOs must provide ARs with advice on selecting strong passwords which are both memorable and difficult to guess by others, for example:

14. by avoiding names of relations, football teams, car registration numbers and other passwords which are closely associated with the Authorised Representative;

14. by avoiding dictionary words;

14. by making an AR's new password different from his or her previous password in at least 4 character positions; and

14. by avoiding repeating characters or groups of characters (e.g."AAA", "ABAB").

0. Passwords are stored so that these cannot be accessed and used in a way that was not intended.  Passwords never appear on screens or in any form of printed output.

[bookmark: _Toc482966598][bookmark: _Toc482971204]Login 

0. The UK Link Gemini Online screens can be accessed by the Gemini Sustain production URL that has been issued to all registered users, following their acceptance of the invitation and set up of Multi-factor authentication 

0. UK Link Gemini displays a screen warning potential users that unauthorised access is not permitted.  Following login an AR may change his or her password.

0. If a login fails, the User will be informed that the password is invalid.  No further information will be provided to assist the User.

0. A timeout operates for each User session.  If no activity is detected for a defined period, the session is terminated and the User must log in again.  The timeout period is set by default to 120 60 minutes.  A warning message is given to the user 5 minutes prior to the non-activity timeout being initiated.

[bookmark: _Toc482966599][bookmark: _Toc482971205]Access to UK Link Gemini Business Activities

0. Access to UK Link Gemini by identified and authenticated Users is controlled by allocating ARs to one or more roles, each of which may carry the authority to perform one or more business activities.  In UK Link Gemini, roles are known as user roles and business activities are known as functions, corresponding to Authorised Representative menus and screens.  Although an AR may be allocated several roles, he or she must select a single role for use at any one time.  

0. A role may give access to more than one business activity and a business activity may be undertaken by a number of different roles.  These are described further in Appendix A – UK Link Gemini Security. 

0. Changes to roles and the authorities which they confer are effective immediately after they are made by the UK Link Security Administrator.  More information with respect to the roles are provided in Appendix A – UK Link Gemini Security.

[bookmark: _Toc482966600][bookmark: _Toc482971206]Access to UK Link Gemini Data

0. UK Link Gemini provides access to the data which an AR can view or update using the business activities available through his or her allocated role(s).

0. ARs may only enquire on or update certain Uniform Network Code data which relates to a specific UK Link User where they have been assigned to the appropriate Business Associate Code.



0. Where an AR needs to access data related to more than one Business Associate Code Users must contact the CDSP to enter into arrangements to facilitate such access. Once appropriate authorisation is received each User Identity for that UK Link User will be assigned access to the relevant Business Associate Code(s).

[bookmark: _Toc482966601][bookmark: _Toc482971207]Access to Batch File Transfer 

[bookmark: _Toc482966602][bookmark: _Toc482971208]User Identities (UK Link Terms and Conditions 5.2)

0. A single UK Link Identity is allocated to each UK Link User with access to the Batch File Transfer service.  This User Identity is used to control access by a User's ARs to the UK Link Gateway.

0. Each UK Link User is accountable for the use of its UK Link Identity.

0. LSOs should inform the UK Link Security Administrator of redundant UK Link Identities within 5 working days of their no longer being required.

[bookmark: _Toc482966603][bookmark: _Toc482971209]Passwords  (UK Link Terms and Conditions 5.4, 5.5) 

0. For Physical IX, the password is set by the UK Link Security Administrator when the Batch File Transfer service is set up for a UK Link Identity on a UK Link Gateway.  UK Link Users are required to implement on their own systems measures (for example a personal user identity and password) which permit access to Batch File Transfer facilities only to authorised personnel.

0. For Cloud IX, an authorised Customer admin user can

· View their SFTP credentials

· Amend their authentication method i.e., Password or Public Key

· Update their public keys

· Set/reset their SFTP passwords



[bookmark: _Toc482966604][bookmark: _Toc482971210]Login 

Users of Batch File Transfer must complete a login sequence, regardless of the method (FTP, SFTP, shared drives etc.) which the user has chosen to access the UK Link Gateway.

[bookmark: _Toc482966605][bookmark: _Toc482971211]Access to Business Activities

Business roles are not defined in Batch File Transfer.

[bookmark: _Toc482966606][bookmark: _Toc482971212]Access to Data

UK Link Users have the following access to data on the UK Link Gateway:

0. files sent and received: full read and delete access;

0. audit trails: read only.

Maintenance Activity – SFTP Host Key Change

0. In line with security best-practice, we shall refresh all security keys on a regular basis. As a consequence of this, the host key for the production SFTP service would be changing. Cloud IX Users must either approve the new key when notified, or (if it is possible with your SFTP client) pre-approve and store so that both the current and new host keys are accepted when contacting the Cloud IX SFTP service.

0. The Cloud IX service will become unavailable if the Cloud IX Users do not approve the new key on their systems.



[bookmark: _Toc482966607][bookmark: _Toc482971213][bookmark: _Hlk118974502]Access to UK Link Portal

The UK Link Portal provides single sign on access to UK Link Online Services and/or Data Enquiry Services depending on a UK Link User’s authority to access.  

In order for an AR to access the UK Link Portal, they must agree to the terms of use. If a user does not agree to these Terms, they are not entitled to use the Website and must immediately leave it.

[bookmark: _Toc482966608][bookmark: _Toc482971214]UK Link Identities 

Each account must have a unique user identity assigned which is their corporate email address.

The CDSP will provide the services of LSO to DSC Third Parties. 

LSOs will not be able to manage or see the details from any other organisation. When creating a UK Link Identity the Organisation(s) that can be displayed and selected will only be specific to those that the LSO can act on behalf of. 

To create a UK Link Identity, the following information is mandatory: 

First Name

Last Name 

An Email Address

Organisation

The email address provided does not have to be associated to the AR.  It can be the LSOs email address for example.  Please be aware that all notifications regarding a UK Link Identity will be sent to the email address registered. 

Once a UK Link Identity is created, the services that they are able to see and access through the Xoserve Services Portal is dependent on the services the LSO assigns to them.

[bookmark: _Toc482966609][bookmark: _Toc482971215]Passwords

When a UK Link portal access is created for the user, a temporary password which is system generated is sent to the user’s corporate email address.  Upon first access, user will be required to create a new password using the verification code received to their email address.





The password must adhere to the defined password policy as prompted via the system.

[bookmark: _Toc482966610][bookmark: _Toc482971216]Login 

When logging into the UK Link Portal, if an Authorised Representative enters their password incorrectly 5 times, their account will automatically lock. In order for a UK Link Identity to be unlocked, the Authorised Representative must contact one of their LSOs. 

In the absence of the LSO, the CDSP can unlock UK Link Identities. However, the first point of call and ultimate responsibility lies with the organisation LSOs. 

[bookmark: _Toc482966611][bookmark: _Toc482971217]User Account Management

Once a UK Link Identity is created, it will not disable/delete automatically despite inactivity.  The CDSP reserves the right to conduct audits on UK Link Identities and engage with UK Link Users regarding the results. 

Whilst this activity will be conducted by the CDSP, it is the LSOs responsibility to manage their UK Link Identities and ensure that user access is only maintained where relevant – e.g. that the accounts are deleted where not required.

Data Enquiry Service 

The screens that a given User can access under the Data Enquiry Service are specified in the User Interface Documents in UK Link Interface Documents within the UK Link Manual.

[bookmark: _Toc482966612][bookmark: _Toc482971218]Access to Contact Management System

[bookmark: _Toc482966613][bookmark: _Toc482971219]UK Link Identities 

The UK Link Identity must be unique for each Authorised Representative and cannot be shared or reallocated. It must adhere to the criteria set out in the table at 5.3 of this Document.  

[bookmark: _Hlk118974609]The ability to create, delete, amend, enable, disable and unlock UK Link Identities and to reset Authorised Representative passwords may be undertaken by the registered LSO. 

The registered LSO for a UK Link User is responsible for creating UK Link Identities and assigning the correct organisation and provisioning the required services. To create a UK Link Identity the following information is mandatory: 

First Name

Last Name

User Identities

Email Address

Organisation

Once created, the UK Link Identity will not disable after any period of inactivity. It is the responsibility of the LSOs to manage any UK Link Identities no longer in use. 

[bookmark: _Toc482966614][bookmark: _Toc482971220]Passwords

When a UK Link Identity is created for CMS is created, the password is system generated. 

Once successfully created, 2 emails are sent to the AR.  The 1st will detail their UK Link Identity and the 2nd will detail their system generated password. 

An AR may change his or her password at any time. The system will send an automatic ‘Password Change’ reminder, 1 day prior to the expiration. 

The password must adhere to the defined password policy as prompted via the system.

[bookmark: _Toc482966615][bookmark: _Toc482971221]Login 

Following login an AR may change his or her password by accessing ‘My Account’ details. 

When logging into the system, if an AR enters their password incorrectly 3 times, their account will automatically lock. It is the responsibility of the LSO to unlock the account. 

Access to Cloud IX Portal

UK Link Identities 

Each account must have a unique user identity assigned which is their corporate email address.

The ability to create, delete, amend, enable, disable and unlock UK Link Identities will be undertaken by the CDSP. 

The ability to reset UK Link Identity passwords will be undertaken by the users themselves using the self-service password reset option.

Passwords

When a Cloud IX portal access is created for the user, a system generated notification is sent to the user’s corporate email address.  Upon first login, user will be required to create a new password using multifactor authentication received to their email address.

The password must adhere to the defined password policy as prompted via the system.

Login 

When logging into the Cloud IX Portal, if an Authorised Representative enters their password incorrectly 5 times, their account will automatically lock. In order for a UK Link Identity to be unlocked, the Authorised Representative must contact the CDSP. 

User Account Management

Once a UK Link Identity is created, it will not disable/delete automatically despite inactivity.  The CDSP reserves the right to conduct audits on UK Link Identities and engage with UK Link Users regarding the results. 

[bookmark: _Toc347830659][bookmark: _Toc476235376][bookmark: _Toc482971222]AUDIT TRAILS 

[bookmark: _Toc482966617][bookmark: _Toc482971223]This section describes the audit trails and information retained to provide a record of Uniform Network Code communications.

[bookmark: _Toc482966618][bookmark: _Toc482971224]The CDSP must retain a complete and chronological record of UK Link Communications for the relevant periods as defined below.

[bookmark: _Toc482966619][bookmark: _Toc482971225]Audit Trails Provided by UK Link System

[bookmark: _Toc482966620][bookmark: _Toc482971226]Audit trails are recorded by several of the elements of UK Link at the point at which the auditable activities occur.  For example:-

successful UK Link Gemini on-line transactions are recorded;

information about batch files transferred to or from UK Link Users;

the Active Notification System (ANS) records messages sent; and

changes to a UK Link Users and UK Link Identities and passwords are recorded by the security components.

Each of these audit trails is described below.  



[bookmark: _Toc482966621][bookmark: _Toc482971227]Retention of Audit Trails (GTD 5.8.1)

[bookmark: _Toc482966622][bookmark: _Toc482971228]The CDSP retains data in line with the CDSP retention policy and will retain audit trails so that these are attributable to AR where relevant.  

[bookmark: _Toc482966623][bookmark: _Toc482971229]Provision of Audit Trails to UK Link Users

[bookmark: _Toc482966624][bookmark: _Toc482971230]Information may be retrieved by one of the following methods, depending on the facilities available in UK Link component which maintains it:

[bookmark: _Toc482966625][bookmark: _Toc482971231]information currently retained on-line:

by on-line enquiries;

by on-line request of batch reports;

by written request to  UK Link Security Manager to obtain reports;

[bookmark: _Toc482966626][bookmark: _Toc482971232]information currently retained in archive:

by written request to UK Link Security Manager to obtain reports. 

[bookmark: _Toc482966627][bookmark: _Toc482971233]LSOs should submit written requests to the UK Link Security Manager stating what is required and for what reason.  The CDSP reserves the right to make a charge for providing copies of audit trails.

[bookmark: _Toc482966628][bookmark: _Toc482971234]UK Link Users may only request relevant sections of an audit trail comprising records relating to:

[bookmark: _Toc482966629][bookmark: _Toc482971235]access to and use of UK Link by the UK Link User’s own ARs;

[bookmark: _Toc482966630][bookmark: _Toc482971236]access to and use of UK Link from any person via the UK Link User's Gateway;

[bookmark: _Toc482966631][bookmark: _Toc482971237]access to and use of the UK Link User's data by any person;

[bookmark: _Toc482966632][bookmark: _Toc482971238]transmission of files to and from the UK Link User.

[bookmark: _Toc482966633][bookmark: _Toc482971239]UK Link Gemini 

[bookmark: _Toc482966634][bookmark: _Toc482971240]Description

A complete audit trail of the on-line communications between the CDSP and the UK Link User is provided through database transaction audit trails which record:-

details of the enquiry and update transactions executed by ARs (further detail is provided in section 0);

changes to UK Link Gemini roles, business activities, and authorities by the UK Link Security Administrator; 

the retention of Uniform Network Code data in the UK Link Gemini database, which allows information previously communicated to be obtained retrospectively by either party;

changes to User Identities and passwords by the UK Link Security Administrator.

[bookmark: _Toc482966635][bookmark: _Toc482971241][bookmark: _Ref487798236]Transactional Audit Trail (GTD5.8.1)

The information is captured within the transaction processing system.  The audit trail includes:

the action which was taken (create, update, delete, send, receive);

the data which was affected (which fields, records or files);

the identity of the AR performing the action;

the date and time at which the action was taken.



[bookmark: _Toc482966636][bookmark: _Toc482971242]Database Information (GTD5.6.2)

UK Link Gemini retains a history of all communications containing a UK Link User's final committed values on each gas flow day.

This history is retained on-line in the database for a limited period during which it is available for enquiries. UK Link Users may request some reports via on-line facilities. In other cases it is necessary to submit a written request to the CDSP.

[bookmark: _Toc482966637][bookmark: _Toc482971243]Batch File Transfer 

[bookmark: _Toc482966638][bookmark: _Toc482971244]Description

A complete audit trail of information about the batch communications to and from the UK Link User is provided by:

the UK Link Network audit log (described in further detail in 6.7.2);

copies of the transmitted files retained for a limited period on the Gateways (described in further detail in 6.7.4);

copies of the transmitted files retained by UK Link (described in further detail in 6.7.6).  

[bookmark: _Ref482892602][bookmark: _Toc482966639][bookmark: _Toc482971245]UK Link Network Audit Log (GTD5.8.1)

[bookmark: _Toc482966640][bookmark: _Toc482971246][bookmark: _Ref487800938]The UK Link Network audit log contains details of actions on all files sent from and received by the UK Link User.  The following information is recorded: 

name of the message file;

action taken: sent, received, re-tried etc.;

whether successful or unsuccessful;

date and time of action.

The audit log recorded on the UK Link User's Gateway can be read by the UK Link User.  The CDSP reads the logs from all UK Link Users' Gateways and consolidates these into a single log accessible by the CDSP. 

[bookmark: _Ref482892625][bookmark: _Toc482966641][bookmark: _Toc482971247]Files Retained on Gateway 

[bookmark: _Toc482966642][bookmark: _Toc482971248][bookmark: _Ref487800994]A copy of each file sent from the CDSP is retained:

on the CDSP Gateway for a period of ten calendar days;  

on the UK Link User’s Gateway for a period of ten days on Physical IX and thirty days on Cloud IX or until the files are deleted by the user, whichever is the sooner.



A copy of the files sent by the UK Link User is retained on the UK Link User's Gateway as defined in the UK Link File Transfer Guide or until the files are deleted by the UK Link User, whichever is the sooner.

[bookmark: _Ref482892669][bookmark: _Toc482966643][bookmark: _Toc482971249]Files Retained by UK Link (GTD 5.8.1)

[bookmark: _Ref487801188]A copy of the files sent and received by the CDSP is retained on UK Link in accordance with the CDSP Data Retention Policy. 

[bookmark: _Toc482971250]Security of Connected Systems

[bookmark: _Toc482966645][bookmark: _Toc482971251]This section describes technical security measures which each UK Link User shall implement in respect of any systems connected via the UK Link Network to UK Link.  The purpose of these measures is to prevent a poorly controlled system placing other systems in the UK Link Network at risk of unauthorised access (either intentionally or accidentally).

[bookmark: _Toc482966646][bookmark: _Toc482971252]The security controls in UK Link support best practice requirements as set out in ISO27001. 

[bookmark: _Toc482966647][bookmark: _Toc482971253]The CDSP shall undertake formal risk assessments of the security controls in UK Link at least every two years to assess the adequacy of such security controls and identify areas where improvements may be necessary.

[bookmark: _Toc482966648][bookmark: _Toc482971254]It is strongly recommended that UK Link Users to ensure that their local security policies are compliant with ISO27001 or Cyber Essentials (as appropriate for the size of the UK Link User’s organisation) - https://www.cyberaware.gov.uk/cyberessentials/.

[bookmark: _Toc482966649][bookmark: _Toc482971255]UK Link Users should take all reasonable and prudent steps to prevent, by the use of firewalls or other means, the possibility of any communications between the UK Link Network and any other external network, including the Internet, being accessed inappropriately.

[bookmark: _Toc482966650][bookmark: _Toc482971256]UK Link Users are responsible for all access to UK Link originating from or routed through its physical location whether authorised or not.

[bookmark: _Toc482966651][bookmark: _Toc482971257]UK Link Users should take all reasonable and prudent steps to protect itself against unauthorised access to its systems and networks via the UK Link Network.

[bookmark: _Toc482966652][bookmark: _Toc482971258]Requirements for Systems Connected to UK Link 

[bookmark: _Toc482966653][bookmark: _Toc482971259]UK Link Users on Physical IX may implement firewalls between their UK Link Gateway/Router and their own network.  Although UK Link may need to be configured to recognise the existence of the firewall, administration of the firewall is entirely the responsibility of the UK Link User.

[bookmark: _Toc482966654][bookmark: _Toc482971260]Uniform Network Code data is not encrypted whilst passing over the UK Link Network over Physical IX, while data is encrypted whilst passing over the UK Link Network over Cloud IX. UK Link Users are therefore advised to implement appropriate measures to safeguard data passing over their local area networks.

Requirement for Automatic Login by Software 

[bookmark: _Toc482966655][bookmark: _Toc482971261]UK Link Users may implement an automatic login to UK Link Gateway, in which the Uk Link Identity and password are hardcoded into the software on the connected system.  All of the requirements in this Document must be met by UK Link Identities and passwords used in this way and the UK Link User to which they have been allocated remains responsible for their use.

Security of physical Equipment

[bookmark: _Toc482971262]Much of the information held on the UK Link Gateway will be commercially sensitive and therefore for both security and insurance purposes UK Link Users should ensure that the equipment is housed in a secure area.  Any keys which give access to the equipment must be kept in a secure place and authorised staff of the CDSP or its subcontractors must have on-site access to the keys for maintenance and support purposes.

[bookmark: _Toc482971263]Virus Protection (UK Link Terms and Conditions 7.2)

[bookmark: _Toc482966657][bookmark: _Toc482971264]UK Link Users are required to have procedures in place to prevent harmful code or programming instructions from being transmitted to one another, or where received, to ensure that such code has no impact.  Guidance regarding the minimum processes and procedures that should be in place for each UK Link User are set out below: -

[bookmark: _Toc482966658][bookmark: _Toc482971265]incoming media and communications should be checked for viruses before any data and/or software is read into the destination system or the contents of the media are displayed;

[bookmark: _Toc482966659][bookmark: _Toc482971266]installing as soon as is reasonably practicable any associated patches provided by software / hardware vendors to maintain the integrity of the system components;

[bookmark: _Toc482966660][bookmark: _Toc482971267]appropriate network level protection to identify and prevent unauthorised access;

[bookmark: _Toc482966661][bookmark: _Toc482971268]Implementation of measures to check both incoming and outgoing Batch File Transfers for viruses.  Outgoing messages should be checked at the last practicable point prior to placing the message on the UK Link Gateway for transmission to the other party.  Incoming messages should be checked at the first practicable point after retrieving the message from the UK Link Gateway and before the data and/or software is loaded into the receiving system.

[bookmark: _Toc482966662][bookmark: _Toc482971269]The CDSP implements additional measures with the aim of ensuring that UK Link remains free of malicious software.  The CDSP will provide appropriate security controls prior to installation of UK Link Gateways and will conduct periodic sweeps of the servers.

[bookmark: _Toc482966663][bookmark: _Toc482971270]Notification of Virus Contamination (UK Link Terms and Conditions 7.2 (b))

[bookmark: _Toc482966664][bookmark: _Toc482971271]If a UK Link User, suspects virus contamination, then no further attempts must be made to read batch data from or write batch data to the UK Link Gateway.  The LSO must report the infection to the UK Link Security Administrator according to the Security Incident Resolution procedure set out in this Document.

[bookmark: _Toc482971272]Notification of Unauthorised Access (UK Link Terms and Conditions 7.1.3 –7.1.5) 

[bookmark: _Toc482966666][bookmark: _Toc482971273]Notification of unauthorised access to UK Link shall follow the process set out at section 9.2 of this Document. 

[bookmark: _Ref482889313][bookmark: _Toc482971274]s (UK Link Terms and Conditions 7.1.2 – 7.1.5 & 7.2 (b))

[bookmark: _Toc482966668][bookmark: _Toc482971275]A security incident is a suspected security failure.  The facts are established by subsequent investigation.  LSOs should ensure that all ARs are aware of what constitutes a security incident. 

[bookmark: _Toc482966669][bookmark: _Toc482971276]The details of the actions to report and resolve security incidents are described in the following Security Incident Resolution procedure.

[bookmark: _Toc482966670][bookmark: _Toc482971277]The incidents which must be reported include:

[bookmark: _Toc482966671][bookmark: _Toc482971278]unauthorised access to UK Link or any information on UK Link;

[bookmark: _Toc482966672][bookmark: _Toc482971279]access to information which should not be permitted by virtue of an Authorised Representative's role;

[bookmark: _Toc482966673][bookmark: _Toc482971280]misuse of UK Link Identities (e.g. sharing);

[bookmark: _Toc482966674][bookmark: _Toc482971281]receipt of information intended for another UK Link User;

[bookmark: _Toc482966675][bookmark: _Toc482971282]illegitimate use of UK Link information (e.g. disclosure to third parties);

[bookmark: _Toc482966676][bookmark: _Toc482971283]computer virus contamination;

[bookmark: _Toc482966677][bookmark: _Toc482971284]unauthorised modification of UK Link information;

[bookmark: _Toc482966678][bookmark: _Toc482971285]malfunction of security controls in UK Link;

[bookmark: _Toc482966679][bookmark: _Toc482971286]tampering with UK Link equipment

[bookmark: _Toc482966680][bookmark: _Toc482971287]unauthorised changes to the UK Link software or to the configuration of the UK Link hardware or networks

[bookmark: _Toc482966681][bookmark: _Toc482971288]any other incident which could result in alteration, delay, disruption or loss of UK Link information.

[bookmark: _Toc482966682][bookmark: _Toc482971289]UK Link Users (UK Link Terms and Conditions 7.1.2, 7.2 (b))

[bookmark: _Toc482966683][bookmark: _Toc482971290]If a UK Link User becomes aware that the security of UK Link has, or has been potentially compromised, the LSO must immediately notify the CDSP by telephoning the CDSP Service Desk.

[bookmark: _Toc482966684][bookmark: _Toc482971291]The CDSP (UK Link Terms and Conditions 7.1.3, 7.2 (b))

[bookmark: _Toc482966685][bookmark: _Toc482971292]If the CDSP detects that the security of UK Link has been compromised, it must notify all UK Link Users affected immediately.

[bookmark: _Toc482966686][bookmark: _Toc482971293]Security Incident Resolution (UK Link Terms and Conditions 7.1.4, 9.1.1)

[bookmark: _Toc482966687][bookmark: _Toc482971294]UK Link Users, and the CDSP must take reasonable steps to assist each other in the investigation and resolution of security incidents.  Each UK Link User and the CDSP shall bear their own costs in any such investigation.

[bookmark: _Toc482966688][bookmark: _Toc482971295]In addition to the provisions of the UK Link Terms and Conditions, section 9.1.1, with respect to disconnection of a UK Link User, the CDSP is entitled to withdraw access from an AR with immediate effect if it has reasonable grounds to believe that a breach of security has occurred.  

[bookmark: _Toc482966689][bookmark: _Toc482971296]An AR cannot log in to UK Link Gemini after access is withdrawn and the AR's access cannot be restored by the LSO.  In these circumstances the CDSP discusses the position with the LSO and agrees if and when access should be restored.

[bookmark: _Toc482966690][bookmark: _Toc482971297]The UK Link Security Manager further co-ordinates the response to any security incident by:

notifying all affected parties by relevant means. This includes all UK Link Users:

which information has been accessed;

to whom  the accessed information relates, if different.

immediately taking action:

to prevent a repetition of the security failure;

to restrict the impact of the security failure;



launching an investigation into the cause of the security failure, with the assistance of LSOs where required;

discussing with UK Link Users possible steps to reduce the risk of further unauthorised access;

implementing agreed solutions;/

notifying all UK Link Users of the action taken.

[bookmark: _Toc482971298]Data Protection 

[bookmark: _Toc482966692][bookmark: _Toc482971299]For the purposes of this section 11 Data Protection Legislation means the Data Protection Act 1998 and any successor to such legislation including but not limited to General Data Protection Regulation (EU) 2016/679)).

[bookmark: _Toc482966693][bookmark: _Toc482971300]Each UK Link User acknowledges that UK Link contains Personal Data as defined by the Data Protection Legislation.

[bookmark: _Toc482966694][bookmark: _Toc482971301]Each UK Link User is responsible for ensuring that it complies with Data Protection Legislation in respect of any Personal Data which it processes on its own computer systems, including those connected to UK Link via its UK Link Gateway/Router.

[bookmark: _Toc482966695][bookmark: _Toc482971302][bookmark: _Toc347830669][bookmark: _Toc397040746]Each UK Link User shall only use the Personal Data held in UK Link in accordance with UK Link Terms and Conditions and in such a way as is compatible and consistent with its duties and obligations under Data Protection Legislation.



APPENDIX A: UK LINK GEMINI SECURITY 



1  Introduction 

This appendix contains information and current policy details to Uniform Network Code in relation to the UK Link Gemini elements of the UK Link system. 



2 GEMINI SECURITY ROLES

The security roles in UK Link Gemini have been designed to give flexibility and are built around specific User Groups rather than the more traditional activity based roles such as Services, Capacity, and Energy e.g. Nominations; these roles have Update and Read access although some users may only have read access.

The roles are described in the System Security Access Form for UK Link Gemini - Explanation for Users available from the CDSP.

In addition to the Update and the Read access, a Super User role (iGMS019)  is provided which may perform the following activities in addition to the update activities provisioned as part of the Shipper Analyst role (iGMS020).  These are:



1. Set up User Preferences for Entry Capacity auctions

2. View the INS Nomination Audit Trail

3. View Price Information History for OCM Trades

4. View Gas Trade Breakdown Summary for OCM Trades

5. View the Meter Allocation Agent Relationship for meter details

6. View various Exit Capacity related screens and reports (these will be for historical data up to and including 30th September 2012).



Functionality for each role has been established at screen level; where an authorised representative (AR) requires access to a screen, which is only allowed via update mode additional functionality has been provided to allow this – usually a view button. In limited cases hybrid roles have been created for User Groups in UK Link Gemini and are a legacy of security roles in the previous system, which was AT LINK. 















The following example shows how a security role is established within UK Link Gemini.



		ENTRY CAPACITY (Example Only)

		Example Role

		Example Role

		Example Role



		CAPACITY TRADING

		IGMS019

		IGMS020

		IGMS021



		Trade Parameters

		

		

		



		Setup Parameters

		Q

		Q

		Q



		Bulletin Board	 	

		

		

		



		Post Trades To Bulletin Board

		A,M,Q,Vw

		A,M,Q,Vw

		Q,Vw





		Trading	

		

		

		



		Trading

		A,M,Q,Co,R,Wdr,Vw

		A,M,Q,Co,R,Wdr,Vw

		Q,Vw



		CONSTRAINT MANAGEMENT

		

		

		



		Constraint History	

		

		

		



		Constraint History	

		Q

		Q

		Q



		Bid Capture	

		

		

		



		Setup Shipper Preferences

		A,M,Q

		Q,

		Q,







Legend

		A

		Add



		M

		Modify



		Q

		Query



		Vw

		View



		Co

		Confirm



		R

		Reject



		Wdr

		Withdraw





	







MAPPING OF UK LINK GEMINI SCREENS TO USER ROLES

Each screen has different functionality; access to this functionality is controlled by Security Roles; there are no “modes” in the UK Link Gemini system. For a User to have access to all available functionality the User will require a “Super User Role” which is normally only allocated to small number of authorised personnel e.g. an LSO. Access to UK Link Gemini will be based on Full Control and Read Only – this will provide the user with the required screens to perform their role.



Accessing a part of the system requires different functionality; User Roles have been developed to serve User groups. The roles are flexible and can be enhanced or reduced in abilities as necessary. By shaping Security Roles around Users the number of roles needed by a User to carry out their job can be kept to a minimum – usually 1 or 2.

 Users with more than one security role can switch roles when logged onto the UK Link Gemini system.  

3 Access Control

In general this will be the same as AT LINK, refer to section 3.5.1 onwards of this manual. There are some differences, which are identified as follows: -

3.1 Standard Roles

In UK Link Gemini the roles have been defined in the previous tables to this section.



4 CITRIX

This is an entirely new process that has been introduced with UK Link Gemini and facilitates the speed at which the BA User will be able to access and change information in the UK Link Gemini system; as part of the BA set-up process the new user will have already checked that the “Connectivity” for Citrix is working correctly during the installation process to their computer systems. Access to UK Link Gemini via CITRIX is an essential requirement to both the UK Link Gemini screens and the UK Link Gemini APIs. UK Link Gemini screens are delivered via a CITRIX client. In order to gain access to application, you must first login to the CITRIX server; this is in addition to your login to the application itself.

Upon attempting entry to the UK Link Gemini system via a BA’s own computer system the Application Portal for MetaFrame XP should appear; with in the Citrix log in page, enter your Login Username and Password and click on the “Log In” button - see the screen image immediately below. Your CITRIX username and password will be independent of your UK Link Gemini application username and password.





Once you have logged in successfully you will be presented with the CITRIX application portal that will allow you to go to the GEMINI application via an icon click. This will take you to the UK Link Gemini login screen - see the next section to this appendix .



5 User Sign-On

Will be via the IX network and CITRIX; the User will access the GEMINI system by entering their User id and password into the following log-on screen: -

[image: ]



IMPORTANT NOTE – the above screen is a sample only and may not be exactly how the latest version may appear. 

Having entered a correct User identity and valid password the User will access the User Interface screen from where they will be able to navigate to any part of the system the authorised User Role will permit.
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